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TRELLIX
DATA PROTECTION FEATURE BREADTH FORCEPOINT (MCAFEE) SYMANTEC ZSCALER NETSKOPE PROOFPOINT MICROSOFT

Single-click remediation

Native remediation extensibility via scripting ° ) ° )
on endpoints and policy engines

More than 1700+ data classifiers out of the
box enforced against any egress channel o ® ® ® ® ® ®
(Endpoint, Network, Cloud, Web)
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Data discovery across critical cloud P Y Y () J

and on-prem environments

300+ predefined Natural Language
Processing scripts accurately identifying ([ () () () () () @
common data (PCI, PHI, PCI...)

Cloud app protection: °® Y ) (] [ ] o o

real-time inline and API
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DLP Feature Comparison Specification Sheet

Legacy Vendors Limited DLP Vendors
TRELLIX
UNIFIED DATA PROTECTION COVERAGE FORCEPOINT (MCAFEE) SYMANTEC ZSCALER NETSKOPE PROOFPOINT MICROSOFT
Consistent DLP engine for data in motion,
e ° ° ° ] ] ] ]
data at rest, data in use
Flexible deployment; cloud, hybrid, on-prem o o o o o o
ingle DLP poli nforcement across w:
S g.e po cye_ orcement across web, °® ° o o °
email, cloud, endpoint, egress channels
Single incident alert Ul across all channels ([ o ([ o
TRELLIX
RISK-ADAPTIVE PROTECTION (UBA) FORCEPOINT (MCAFEE) SYMANTEC ZSCALER NETSKOPE PROOFPOINT MICROSOFT
Native endpoint user behavioral analytics o ® ® o
Risk analysis based on 130+ Indicators Py

of Behavior (IOBs)

Integrated risk-based data protection
action plan enforcement [ J o
(Contextual and Content based)

Near real-time tunable analytics ([ ([ o
TRELLIX
INTEGRATION AND ECOSYSTEM FORCEPOINT (MCAFEE) SYMANTEC ZSCALER NETSKOPE PROOFPOINT MICROSOFT
Scan Exchange PST files (mailbox), °® °® °® °®
data at rest
Cloud native deployment with automated
! DIy ° ) o o o
endpoint provisioning
Crowdstrike and BitDefender
. ([ ® ® [ @ @ @
Malware Scanning
Compatibility with any classification vendors o @ @ @ d
Scan legacy on-prem file and data storage
gacy P 9 Y Y Y I

(structured and unstructured)

DISCLAIMER: Product comparison is based off of in-product capabilities and cross-portfolio integrations available from the same vendor as of April 1st, 2024. Comparisons do not include integrations with third-party vendors.
Feature comparison is based off of each vendor's most recent and modern version available as of Feb 1st, 2024. Information is based off of data collected from public websites and forums, analyst papers, and product datasheets as of April 1st, 2024
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