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1. Run the integreation script by going to the directory that contains the Pyhin script.

(base) jeff.hall@MBP-0408959 Source Code % 1s

EL-DLP_incidents_DIM.json dlpsync.xlsx records.json
SNOW_incidents.py mktable.py veiwtable.py
(base) jeff.hall@MBP-040959 Source Code %

2. Modify the payload portion of the script to retrieve the data from the FSM that you want to send to
ServiceNow.

e payload = json.dumps({

e type: INCIDENT

e from_date: 08/06/2023 18:55:00
e to_date: 10/06/2023 18:55:00
e}

e Referto for full syntax and required fields

3. Modify the ServiceNow section of the script to connect to your ServiceNow tenet.
e Add ServiceNow details
e service_now_instance = https://dev68380.service-now.com
e service_now_user = admin
e service_now_pass = '=CA9gk-2Vz/Nw'=
o def create_service_now_incident(incident):
e # Define the incident data
e data =json.dumps({
e short_description: DLP Incident + str(incident[id])
e description: DLP Incident Details: + json.dumps(incident)

e # add more fields as necessary

)
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e # Send a POST request to the ServiceNow incidents API

e response = requests.post

e service_now_instance + /api/now/table/x_579165 dlpsync_dlIp

e auth=(service_now_user, service_now_pass)

e headers={Content-Type: application/text}

4. Ensure that you have a ServiceNow table created with the following columns.

servicenow

Al Favorites

id: integer

severity: string

action: string

status: string
login_name: string
host_name: string
task_name: string
admin_name: string
update_time: integer
event_id: integer
maximum_matches: integer
transaction_size: integer
analyzed_by: string

ignored_incidents: boolean

History =~ Workspaces  Admin

Table -dlp <7

event_time: string
incident_time: string
channel: string

policies: string
partition_index: integer
destination: string
detected_by: string
details: string
released_incident: boolean
endpoint_type: string
classifier_name: string
number_matches: integer
policy_name: string

rule_name: string

_  Table
<= dp

Columns | Controls = Application Access

Dictionary Entries

@ Column label Type Reference Max length Default value Display Active Application Array Array denormalized Attribute:
Action String (empty) 1,000 false true dipsync false false edge_encr

x Analyzed by String (empty) 1,000 false true dlpsync false false edge_encr
x Channel String (empty) 1,000 false true dlpsync false false edge_encr
x Destination String (empty) 1,000 false true dlpsync false false edge_encr
Details String (empty) 1,000 false true dipsync false false edge_encr

X Detected by String (empty) 1,000 false true dipsync false false edge_encr
® Endpoint type String (empty) 1,000 false true dlpsync false false edge_encr,
X Event ID String (empty) 1,000 false true dipsync false false edge_encr
x Event time String (empty) 1,000 false true dipsync false false edge_encr
X File name String (empty) 1,000 false true dlpsync false false edge_encr
X History String (empty) 1,000 false true dipsync false false edge_encr
X D String (empty) 40 false true dipsync false false edge_encr
Ignoredincidents  String (empty) 1,000 false true dipsync false false edge_encr

——
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5. Once the script has been modified with the correct connection information, execute the script
{python SNOW _incidents.py}

6. Once the script is finished, verify that the data has loaded to ServiceNow.

Al
D Severity Action Status Source History EventID Maximum matches Transaction size Analyzed by lgr
) . [(task_name':
llogin.name ‘Detected Policy Engine
360438 MEDIUM BLOCKED New “UNKNOWNWUNKNOWN:, 5355293355478450927 1 622 ¥ Eng fal
ot and recorded fsm.GodLabs ocal
in..
g ;. [('task_name':
Loginiume; ‘Detected Policy Engine
360513 MEDIUM BLOCKED New “UNKNOWNNUNKNOWN, 5429819314325608128 1 617 < fal
*host. and recorded fsm.Go4lLabs.local
in.
[('task_name':
393205  HIGH BLOCKED New Ulogin_name’: Detected 5594823287879061650 1 11 Poliey Engine fal
'GO4LABSWAdministrator’... ~and recorded fsmGodLabs.ocal
in..
[(task_name':
393215 HIGH ENDPOINT_CONFIRM_ABORT  Ne llog i pame Detected 5492514528519044985 1 gy RIEECD fal
5 & v 'GO4LABSWAdministrator’... ~and recorded fsmGodLabs.local
in..
[['task_name':
S {login_name", ‘Detected Policy Engine
393222 MEDIUM BLOCKED New 4745103567854639574 1 8,652 fal

‘GO4LABS\WAdministrator’..  and recorded
in..

fsmGodlLabs.local

[{'task_name':
{login_name': ‘Detected Policy Engine
393225 MEDIUM BLOCKED New COALABSWAdministrator'.,  andrecorded  752336918276736455 1 8652 (o abeiocal
..
[{task_name'
[login_name" ‘Detected Policy Engine
993233 MEDIUM BLOCKED New 'GOALABSWAdministrator'... andrecorded 0200 20427210700575 * 8852 fymGodLabslocal '
in...
[['task_name':
. {'login_name': ‘Detected Policy Engine
393236  MEDIUM BLOCKED New 4892962186328104526 1 8,652 al

'GO4LABS\WAdministrator’... and recorded fsm.GodLabs.local

in.. o
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-
e}

7. As a secondary validation you can execute the viewtable.py script to generate a json file to view the contents
of the ServiceNow table.

(base) jeff.hall@MBP-R4@8959 Source Code % python veiwtable.py
Records saved to records.json successfully.

(base) jeff.hall@MBP-R48959 Source Code %
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