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What is DLP for Email?
Forcepoint DLP for Email leverages Forcepoint’s 
industry-leading DLP solution. Forcepoint DLP simplifies 
migration and ongoing management with over 1,700 
out-of-the-box policies, templates and classifiers, more 
than any other leading DLP provider. These increase the 
effectiveness of the policies an organization can use, 
resulting in fewer false positives/negatives and effectively 
blocking sensitive data loss through the email channel.

DLP for Email provides unique data security email 
actions – such as quarantine, encryption and drop 
attachment – not found in our endpoint DLP. It also 
leverages Forcepoint Data Security Everywhere, 
allowing organizations to unify their policy and incident 
management across all their channels, from endpoint 
to the cloud, web and email from a single policy 
and incident management interface. Data Security 
Everywhere can save up to 31% in operational costs, 
greatly simplifying your DLP management.

In the struggle to avoid data breaches and maintain 
regulatory compliance, the email inbox is often seen 
as the critical frontline. Email is a common avenue for 
cybercriminals to access personal and professional 
information and to compromise devices and networks. 
While many organizations focus on defending against 
direct attacks (malware, phishing, etc.), the importance of 
preventing sensitive information from leaving via email is 
often overlooked.

Forcepoint has developed an industry-leading solution, 
DLP for Email, to stop data breaches and ensure data 
compliance through the email channel. Our solution 
focuses on securing the data by the most effective 
means available, stopping sensitive data exfiltration 
whether it’s from a direct attack, insider’s risky behavior or 
simple negligence.
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Forcepoint DLP for Cloud Email 
Forcepoint DLP for Cloud Email is a fully cloud-native 
DLP for Email solution that prevents sensitive data 
exfiltration. It delivers the elasticity of resources common 
in cloud deployments, allowing for a rapid expansion and 
reduction of resources to effectively meet the demands 
of any outbound email burst. With AWS as the cloud 
provider, organizations can enjoy 99.99% uptime with no 
scheduled downtime.

Key Features

 → Fully leverages industry-leading DLP and Data 
Security Everywhere: DLP for Cloud Email has all 
the same benefits of Forcepoint’s industry-leading 
DLP solution. It also has the same ability to leverage 
Data Security Everywhere for unified management of 
policies and security incidents.

 → Data Sovereignty: Reduces the risk of storing data 
in unauthorized cloud locations. Customers have 
complete data sovereignty, with the ability to store 
data either on-prem or in the cloud of their choice.

 → Efficient Setup: Saves time with easy and efficient 
setup, deploying literally in minutes. DLP for Cloud 
Email has special connectors to Outlook as well as 
Gmail, while also providing easy integration with all 
major email providers.

MTA Configuration

Choose from which vendor emails will be recovered.

O365

GSuite

Email domains

Add or remove the domains that are to be received.

Remove from listApplies to

Type to search or add

forcepoint.com

engineering-forcepoint.com
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Forcepoint DLP for On-Prem Email: 

A Comprehensive On-Premises Email Solution for 
Preventing Sensitive Data Exfiltration
Forcepoint DLP for On-Prem Email is a complete DLP 
for Email solution for preventing exfiltration of sensitive 
information through email, run completely on-premises. 
This gives customers the advantage of being compliant 
with strict local data sovereignty regulations where 
cloud solutions are not an option. Quarantined emails 
are also retained on-prem, streamlining data sovereignty 
regulation compliance.

Key Features

 → Unified Management: DLP for On-Prem Email has 
all the same benefits of Forcepoint’s leading DLP 
solution. It also has the same ability to leverage Data 
Security Everywhere for unified management of 
policies and security incidents.

 → Easy Setup: Like DLP for Cloud Email, DLP for 
On-Prem Email saves time with easy setup and 
integration with all major email providers. 

 → High-precision DLP actions: DLP for On-Prem 
Email offers customizable x-headers allowing 
organizations to achieve high precision in controlling 
DLP actions.

Secure your email today with Forcepoint’s DLP solutions. 
Talk to an expert today for more information and to take 
the important steps towards keeping all of your data safe 
and secure.
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forcepoint.com/contact Forcepoint simplifies security for global businesses and 
governments. Forcepoint’s all-in-one, truly cloud-native platform 
makes it easy to adopt Zero Trust and prevent the theft or loss of 
sensitive data and intellectual property no matter where people are 
working. Based in Austin, Texas, Forcepoint creates safe, trusted 
environments for customers and their employees in more than 150 
countries. Engage with Forcepoint on www.forcepoint.com, Twitter 
and LinkedIn.
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