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Enterprise SD-WAN meets the #1 in network security
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*“Quantifying the Operational and Security Results of Switching to Forcepoint NGFW”, R. Ayoub & M. Marden, IDC Research, May 2017.
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Forcepoint Next Generation Firewall (NGFW) f1#&

MBPTZ2ATP VR Multiple hardware appliance options, ranging from branch office to data center installations
I9I9R14V73 Amazon Web Services, Microsoft Azure

REF7TSAT7 VR x86 64-bit based systems; VMware ESXi, VMware NSX, Microsoft Hyper-V, and KYM

IVRKRAVE Endpoint Context Agent (ECA), VPN Client

REIVFERK Up to 250

EhEmE Enterprise-level centralized management system with log analysis, monitoring and reporting capabilities

See the Forcepoint Security Management Center datasheet for details.
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Multi-Layer Traffic Normalization/Full-Steam Deep Inspection, Anti-Evasion Defense, Dynamic Context
Detection, Protocol-Specific Traffic Handling/Inspection, Granular Decryption of SSL/TLS Traffic,
Vulnerability Exploit Detection, Custom Fingerprinting, Reconnaissance, Anti-Botnet, Correlation, Traffic

TYANI Y3y Recording, DoS/DDoS Protection, Blocking Methods, Automatic Updates
3 e Internal user database, Native LDAP, Microsoft Active Directory, RADIUS, TACACS+, Microsoft Exchange,
a— -5 . o
Client Certificates
» Active-active/active-standby firewall clustering up to 16 nodes
» SD-WAN
. » Stateful failover (including VPN connections)
L e
» Server load balancing
» Link aggregation (802.3ad)
» Link failure detection
» |IPvé4 static, DHCP, PPPoA, PPPoE, IPvé static, SLAAC, DHCPvé
IP7RL R IRy ' ' ' ' ' '
e Gt ) » Services: DHCP Server for IPv4 and DHCP relay for IPv4 and IPvé
» Static IPv4 and IPvé routes, policy-based routing, static multicast routing
=719 » Dynamic routing: RIPv2, RIPng, OSPFv2, OSPFv3, BGP, MP-BGP, BFD, PIM-SM, PIM-SSM, IGMP proxy
» Application-aware routing
IPv6 Dual stack IPv4/IPvé6, ICMPv6, DNSvé, NAT, Full NGFW features
O£ USALY k HTTP, HTTPS, FTP, SMTP protocols redirection to Forcepoint or third party Content Inspection Service (CIS)
on premise and Cloud
MWEW7O7FI>3> Dynamically updated source/destination country or continent
IP7RLRAYZR S Predefined IP categories or using custom or imported |P address lists

URLZ 1 ILF UV
(Separate Subscription)

Custom or imported URL lists
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Application name and version

Fvh9—2 7400+ network and cloud applications
F7UT—vay PP

o ,
Sidewindetr+2 ) TCP, UDP, HTTP, HTTPS, SSH, FTP, TFTP, SFTP, DNS

T470FY
SD-WAN
Zokal IPsec and TLS
» Policy- and route-based VPN
» Hub and spoke, full mesh, partial mesh, Hybrid topologies
Y41 b-to¥ 1 VWPN » Dynamic selection of multiple ISP Links
» Load sharing, active/standby, link aggregation
» Live monitoring and reporting on ISPs link quality (Delay, jitter, packet loss)
» Forcepoint VPN client for Microsoft Windows, Android, and Mac 0S
» Anystandard IPsec client
VUE—RT77ER » High availability with automatic failover
» Client security checks
» Accessto TLS VPN portal

BELEVILY 7REE T 7 1 )LFlH

Zokalb FTP, HTTP, HTTPS, POP3, IMAP, SMTP
S Policy-based file filtering with efficient down selection process.
1
ZFINTANTIYT Over 200 supported file types in 19 file categories
72740V E1TF—>aY High speed cloud based Malware reputation checking and blocking
Anti-Virus Local antivirus scan engine*
EOF1H YRRy IR Forcepoint Advanced Malware Detection available both as cloud and on-premise service
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