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Forcepoint ONE and RSA SecurlD

This guide walks through the steps to set up RSA SecurlD as an external identity provider to be used with
Forcepoint ONE.

RSA SecurlD Introduction

The RSA Cloud Authentication Service is an access and authentication platform with a hybrid cloud architecture. It
enables your company to control how users access resources with centralized access and authentication policies
and can accelerate user productivity with Single Sign-On (SSO).

With the RSA SecurlD solution, we can have three ways to authenticate users.

Applications Relying Parties RADIUS Clients

Configure authentication for

applications and third-party Configure authentication for
SSP solutions using the Cloud RADIUS clients such as VPNs.
Authentication Service.

Configure authentication and
single sign-on for applications
using the SSO service.

The Cloud Authentication Service helps protect SaaS and on-premises web applications, third-party SSO solutions
and on-premises resources accessed via RADIUS. In our case, we will be focused on relying parties.

The Cloud Authentication Service includes transparent and interactive authentication methods for multifactor identity
assurance. These methods include biometric methods such as fingerprint verification, hardware devices such as
SecurlD Token and FIDO authenticators, and context-based authentication using factors such as the user's location
and network. Confidence in a user's identity can also be set up through risk analytics, based on user characteristics
such as past behavior, authenticators previously used for authentication and other factors.
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This graphic illustrates how the Cloud Authentication Service works
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Cloud Authentication Service Components
A Cloud Authentication Service deployment consists of four main components:

1. The Cloud Authentication Service (which is both the name of the managed server and the name
of the set of components)

2. The Identity Router
The Cloud Adminstration Console

4. The SecurlD app installed on user devices

Cloud Authentication
Service
Administration Console

Cloud Authentication Service
The Cloud Authentication Service performs run-time authentication for the protected resources. It also allows
SecurlD to modify and improve authentication capabilities.
Identity Router
The Identity Router enforces authentication and access for users of protected resources:
— ldentity Sources
— Authentication Manager
— Cloud Auth Service

— Cloud Administration Console

Cloud Administration Console
The Cloud Authentication Service component contains a hosted, multi-tenant Cloud Administration Console that
admins use to perform setup and daily management tasks.
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High-level Authentication Flows for Relying Parties
The following sections illustrate how the Cloud Authentication Service authenticates a user for a relying party. A
relying party is one of the following third-party SSO solutions or web applications:

A service provider, using SAML 2.0
Microsoft Azure Active Directory, using OpenID Connect (OIDC)

Relying parties use the Cloud Authentication Service as the Authorization Server or the dentity provider (IdP)
for managing authentication

For service providers, the Cloud Authentication Service can manage only additional (step-up) authentication or
both primary authentication (for example, user ID and password) and additional authentication

HoOoOH & B A

SAML Service User Cloud Authentication |dentity Router LDAP
Provider @ (Browser) Service
— > — —
Userenters sign-in
credentials for App A.
Sends just-in-time Look up user details
@ SP confirms primary auth and send additional auth request. user sync rquest to sync them.
users for @
additional auth. User response
is sent.
User Verifles
Notifles SP that
auth succeeded.
¢ @
User access
? App A
— | — —

This is a high-level description of how RSA SecurlD works normally in customer environments.

1.
2.

8.
9.

The user enters sign-in credentials (for example, user ID and password) to access App A (the SP).

The SP confirms the user's credentials and sends an additional authentication request to the Cloud
Authentication Service.

The Cloud Authentication Service sends a just-in-time (JIT) synchronization request to the identity router.

The just-in-time (JIT) update/create request is processed to synchronize the users from LDAP to the cloud
database.

The identity router sends the user response to the Cloud Authentication Service.

The Cloud Authentication Service determines the additional authentication policy to use and prompts the user
for additional authentication (Approve or Authenticate OTP).

The user completes the Approve authentication method.
The Cloud Authentication Service verifies the Approve.

The Cloud Authentication Service notifies the SP that authentication for the user ID succeeded.

10. The user accesses App A.
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Forcepoint ONE

When we integrate Forcepoint ONE, the flow will be slightly different. A new hop must be introduced between the
service provider and the identity provider. This new hop is Forcepoint ONE, which will be introduced between the
SaaS app and RSA SecurlD identity provider.

As authentication is a key function of security, Forcepoint ONE offers three modes of authentication:

1. SAML relay with a third-party IdP
2. SAML relay with Forcepoint ONE built-in [dP
3. SAML ACS proxy with a third-party |dP

In this guide we will use the first option: SAML relay is the most common method to integrate Forcepoint ONE with
a third-party IdP. With SAML relay, Forcepoint ONE is configured as the IdP for your tenant in the SaaS
application, but in addition, the third-party IdP is configured as the IdP for Forcepoint ONE as a service provider.

SAML Relay—Authentication Flow

Any User, Any SAML 2.0 rorcepoint CN= Any Managed
Any Device Compliant idP SAML Relay SaaD App

Passive authentication request

Browser redirects to Forcepoint ONE —————>

(. .......................................................................................
—— Browser redirects to idP —
[ User Authentication ]
SAML response to Forcepoint ONE ——M8m ———— ) .
L CET TP PP PR PP PR P PR request client certificate -+ e oie i [ device m‘u\tl—facttl)r auth
A . » based on client certificates ]

....................... device presents client certificate --.-............

LR T T TP T F PP PR PP PRI MFA challenge -« ovvvieieniii

[ multi-factor challenge ]
user presents mfa token

rorcepoint ONE

-— "
Authenticated requests and responses Reverse Proxy

—>

1. The SaaS application recognizes that Forcepoint ONE is the IdP for the customer domain.

2. Forcepoint ONE knows that the IdP for this application tenant is RSA SecurlD and sends a new redirect
message to the user browser that redirects the user to RSA SecurlD.

3. The user is redirected to the RSA SecurlD login page, where the user enters their credentials for
authentication. At this point we can fully take advantage of all the security features to control user access.

4. Once RSA SecurlD authenticates the user, it sends a POST request message to the user browser which
redirects the user back to Forcepoint ONE.

5. Forcepoint ONE first validates the authenticity of the SAML response.

6. Forcepoint ONE sends a POST request to the user browser, with the SAML authentication response from
Forcepoint ONE to the SaaS.
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RSA Cloud Authentication Setup

In the next section we are going to show how to set up RSA SecurlD as an IdP in Forcepoint ONE. Make sure to
keep open “the two configurations” portals as we will need to fill fields in on each side during the configuration.

Prerequisites on SecurelD
Before configuring integration between Forcepoint and RSA, we need to be sure that some work has been done on
the RSA side.

Identity Router

The Identity Router is an on-prem component needed to speak with on-prem databases and then with the cloud
service. It plays a key role in the RSA hybrid depolyment. Log in to the SecurlD portal and check if an Identity
Router is configured and working properly.

Identity Source

Make sure that an Identity Source exists and is well configured. An Identity Source contains an organization’s
users. Each source may be an LDAP/on-premises AD instance, a Local directory in CAS or an external source
managed by the SCIM API. The identity source is important as users are not immediately available in the cloud
service.

Policy

Make sure that a policy is also defined. The policy will be used to choose the identity source and to enforce rules
upon user authentication (conditional access, target users, MFA). For example, you can set up MFA for unstrusted
locations, based on risky users, for specific countries or for other attributes.

Authentication Condition cancel [N

SecurlD compares the context of the user request with this authentication condition. Select at least one attribute, such as the user’s country or browser, and an
action to take if the user's context matches the condition.

Perform OR v between each attribute and value pair.
Attributes 7 Value 7

Trusted Location v Tue v (]

© ADD

Action 7
Authenticate v
Assurance Level 7 Authentication Options 7

High

SecurlD OTP and Approve
FIDO and Approve

After these steps are complete, we can address the main configuration. The next step is defining Forcepoint ONE
as a service provider in the SecurlD cloud portal.
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Select the Authentication Clients > Relying Parties menu item at the top of the page.

Dashboard

Authentication Clients ~ Platform ~

Relying Parties
ving entity Router Template Add an Identity Router

RADIUS

Users Access ¥ Applications ~

Identity Routers

Click the Add a Relying Party button.

Authentication Clients ~ Platform ~

i Add a Relying Party

Then select Relying Party and choose Service Provider SAML.

Epic Epic Hyperdrive Add

d.. Generic OIDC Ad
.. Microsoft Azure Active Directory Add
._‘:-';. Service Provider Add
'8' SAML

We will need to define the relying party that we will call Forcepoint ONE.

ForcepointONE Edit -

SAML

Relying Parties Edit ~

SAML
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Before continuing the configuration, make sure to open Forcepoint ONE on a second page.
When we add the new party, we will have to define three main topics:

e Basic information
e Authentication

e Connection profile

Basic information: Here we must add the name and description.

Authentication: Here we need to define how the authentication is going to take place. In this case we want to set
up the first authentication factor and the policy that we have set up earlier.

ForcepointONE i cacel  [NETEI

Authentication
Basic Information

Authentication Details

Authentication © Service provider manages primary ion, and SecurlD dditional

® SecurlD manages all authentication
Connection Profile

Primary Authentication Method 7

Password v

Access Policy for Additional Authentication 7

0365 Approve v

Authentication details: Use SecurlD Managed All Authentication if you want the Cloud Authentication Service
to manage both primary and additional authentication. In our case, Forcepoint ONE will rely on SecurID to
authenticate users for both authentication factors.

In the next step we have Primary Authentication Method. Remember this is the first factor of authentication, and
it can be either password or SecurlD. Primary authentication (for example, password) is the initial identifying
information of the user that is requesting access to the application.

Primary Authentication Method 7

‘ Password V‘

Determined by Service Provider at Run Time
FIDO

Performed by Cloud Identity Provider
SecurlD

In the Access Policy for Additional Authentication drop-down list, select the access policy to apply to SAML

requests from this SP if primary authentication succeeds. The policy has been defined previously, so you only
need to select it from the menu.
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Choose the option appropriate for your company security policy as outlined in the previous section. A default policy
may also be used.

Access Policy for Additional Authentication ?

0365 Approve v

All Users High Assurance Level
All Users Low Assurance Level
All Users Medium Assurance Level
MFAAgent
0365 Approve
all users allow

Connections profile: This is in the Forcepoint ONE console. In here we need to set up parameters that are
important to make RSA and Forcepoint work together.

This integration supports external SAML 2.0 user authentication using an already deployed IAM product which
provides Single Sign-On (SSO). Authentication requests for users in the configured domain will be sent to the
Identity Provider (IdP). The IdP will need to be configured to receive and respond to these requests from
Forcepoint ONE.

The Forcepoint domain will need to be configured to send the requests to the correct login, logout and password
change URLs. The first is the Assertion Consumer Service where the assertion is sent by the IDP once the user
is authenticated.

The second is the Entity ID that identifies the SP. Typically this is a URL, but a URL is not required. This must be
taken from the Forcepoint ONE portal. This is why it's best to keep both portals open. In this case, switch to the
Forcepoint portal, go to Protect > Common Objects > Extern IDP and click the green plus icon once the IdP is
added.

SAML Authentication @
RSAsecurid

Register your SAML Identity Provider with Bitglass

Object Name| RSAsecurid "
Saml Entity ID | https://sso.us.bitglass.net

IDP Type| Other IDP

Please note that in the case that other IdPs already exist, the URL will be slighty different, with an identifier
appended at the end of the URLSs like: https://saml.us.bitglass.net/uf1 GW8xkOttcsA==

Copy the Entity ID in the recently added configuration.
Fill in the URL for the Assertion Consumer Service (ACS) on the SP where the SAML response is posted. The SP

ACS endpoint accepts SAML responses with assertions, validates assertions and grants users access to the
application.
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Service Provider

Assertion Consumer Service (ACS)URL 7

https://portal.us.bitglass.net/sso/acs/

Service Provider EntityID 7

https://sso.us.bitglass.net

Take into consideration that previous URLs are different for trial and production environments and use the
appropriate ones.

Let’s continue to the SecurlD portal.

Audience for SAML Response: Specify the Audience string to include in the SAML response. You can select
the Default Service Provider Entity ID or specify a different Audience in the Override field.

Audience for SAML Response ?

@® Default: Service Provider Entity ID

O Override

Enter non-default audience

Message Protection: (Optional) If the SP is configured to sign the SAML request, select “SP sighs SAML
request” and click Choose File to load the SP certificate. Eventually for security concerns, we can enable SP
request signing: In this case. SecurlD will sign the message with the public key from Forcepoint ONE (in such a
case we need to upload a certificate).

Message Protection

SAML Request Protection 7

[J SPsigns SAML requests

A No certificate loaded

Choose File
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The SAML answer is signed. In this case, make sure to download the certicate from SecurlD and upload it to
Forcepoint ONE.

SAML Response Protection

@® |dP signs assertion within response

O 1dP signs entire SAML response

Download Certificate P

Once you have downloaded the certicate switch to Forcepoint Portal, from within the IDP configuration browse to
the certificate and upload it.

Token Signing Certificate (PEM or DER format)l Choose File | No file chosen

Current Certificate Serial 400422924587956819654446471272870073715080473749

() Use Assertion Consumption Service proxy for app login @

[[) ForceAuthN @

Go back to the SecurID portal and click on Advanced Feature, then copy the identity provider URL

Identity Provider

EntityID 7 Discriminator 7

https://redco2.auth-eu.securid.com/saml-fe/sso

and copy it in the SAML IdP Login URL in the Login/Logout/Active Login as in the image below.

SAML IdP Login URL ” https://redco2.auth-su.securid.com/sami-fe/sso

SAML IdP Logout URLl https://redco2.auth-eu.securid.com/LogoutServiet

SAML IdP Active Login URLl https://redco2.auth-eu.securid.com/saml-fe/sso

In this case, we have used our own RSA SecurlD tenant, but this must be replaced with your own. Once done,
save and finish on both SecurlD and the Forcepoint ONE portal. The integration with the IdP should now be ready.

© 2023 Forcepoint Proprietary
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How to Use the New IdP

Now we must associate a domain to the new IdP that SecurlD just created. We can provision as many email
domains as you wish to add into the Forcepoint ONE system. Every email domain that you wish to use within
Forcepoint ONE must be configured, along with a corresponding authentication type for users logging in with email
addresses in that domain.

In our case, we need to associate the domain with the RSA SecurID. In the Forcepoint ONE portal, move to 1AM,
then “users and groups” and add a new domain. The domain is the same domain used for the identity source,
which needs to be associated with the new IdP just configured.

Username Domain

Usemname Damaml Domain Name

Authentication @ Local Passwords
[ send password set emails upon account creation
O AD Agent Authentication
(O External Identity Provider

| Required Create Cancel

e Type your domain hame
e Choose External Identity Provider
e Pick “RSA SecurlD,” which we just defined

For testing, please also select auto-provisioning. We will see later how to set up users in the next session since
this topic must be approached directly.

@® External Identity Provider

Auto-provision users upon auth success

Access the Forcepoint ONE Portal and under IAM click the domain associated with the new IdP, RSAsecurid.

€ 1AM / Users and Geoups

Usermame Domain User Authantication

HSAzo0urd

edoo local Locad
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Click the domain and examine the options.

Username Domain

somame Doman

Auhertcaton O Local Passwords
® Exvornad iactey Provice
B Auto-provmicn users wpon Bt scccess
IDP Otject.  RSAsacund -

The next step is to create a policy for the web, sanctioned apps or ZTNA depending on your specific use case(s).
All three functions will be taking advantage of the RSA SecurlD solution.

User Provisioning

Prior to an end user being able to use Forcepoint ONE, the user must exist within the portal under the People tab.

There are three primary ways users can be imported/created: the Active Directory Synchronization agent (AD
Sync), SAML auto-provisioning and/or config REST API.

For test purposes, we can initially set up auto-provisioning for users with the “Auto-provision upon auth success.”
This is often useful during a POC!/trial or pilot. Doing this will create a new user after a successful authentication.

This is not usually feasible in a normal production environment, as group and OU membership details may not be
available for users that are auto-provisioned. In this case we need something that will synchronize users from the
identity source to Forcepoint ONE.

SecurlD is not supported for users provisioning to Forcepoint ONE in the same way we do for Okta or AzureAD.

Usually, customers with RSA have already configured an Identity Router to use AD as the primary identity source.

For such environments, we have two main options.

Option 1:

We know that Forcepoint supports integration with Active Directory using software called AD Connectors. This
integration supports automatic provisioning and deprovisioning of users, as well as synchronization of user group
membership changes made in Active Directory (AD). To set up directory sync, you need to deploy the Forcepoint
ONE AD Connector. Select groups and organizational units (OUs) which will be used as the source for
synchronizing user and group membership change. The synched groups/OUs can also be used in policy rules for
security enforcement.

User Dotails

Ussename | redoot I
First Name] | odco & o
Lost Name | List Morre ]
Manager | Moy
Emal | Emad Addies
Secondary Emad © | supponagrecoo &
Noffhos Domain | Meriaos Do
SAMACCOUNGME | SAMACComIMame "
mS-DS CorsistorcyGuid |

1 hear Drvmrinal o | ¢

© 2023 Forcepoint Proprietary

12



Forcepoint ONE and RSA SecurlD Configuration Guide

Option 2:

Forcepoint ONE supports SCIM for provisioning users from Azure into Forcepoint ONE. Customers with AD will
likely already have a sync in place to send on-prem user information to AzureAD, for users accessing cloud apps.
We can use SCIM in this scenario. To set up SCIM, you will need to first set up an OAuth token (see

the OAuth guide page for more info) and then create an app inside of Azure using the unique key that was
generated.

User Details

Ustn Do Usage o2

Usomam' Eredoo %]
Furst Ndmel ° 1¥]
Last Name I

Manager ,

Secondory Emad @  Secondary Lmad Address
NotBias Doman  Nelliios Domnan

SAMAccountNeme

mS-DS-ConsistoncyGuid  mS-Ds-Lon

1leor Drincnst Nama

Add a Service Provider

Now that we have added Forcepoint ONE as SP in the SecurlD portal, we need to add a new SP in the Forcepoint
ONE configuration. To do that, go in to Protect > Add Apps > Managed App. Make sure to add SSO for the
domain.

salesforce

Configure Direct Set Cookies

App Instance Authenticati API Perf Logs © (+]

Salseforce Download
;f;‘f:“: =0 RSAsecurid °
App SSO: Setup @ Setup Web SSO

Delete Application

The configuration of the SP, clicking on “Setup Web SSO,” is done according to the best practice you can find in
the documentation. Let’s try SaaS Access when the user accesses the portal/workspace.
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Forgat passwora?
Regster

Once the username is entered, the user will be redirected to RSA and a login pop-up will be displayed.

O B8 2@ ov hips//redco2.auth-eu.seasrid.com/sami-fe/sso?SAMLRequest=ZHBbsWEER%2FJIGHGKEISEOaKaSFRFEHIOpXKELVIKTNTroHS % 2BA2KK2K(

Salve, Roberto ®

Invio della richiesta di accesso

Controllare la presenza di una notifica su
"ASUS_X00TD" per continuare lautenticazione.

Notifica non ricevuta?

Annulla

~ Mostra altro

The user will add a username and password (first factor), and the second factor will be sent to the user via the
RSA application.

Web Access
Regarding web access, nothing additional must be done. Once the user is authenticated through the RSA portal,
they can start web browsing using the policy assigned to their group.

ZTNA

ZTNA Access follows standard documentation for configuration for both HTTP and non-HTTPS transactions. We
tested both agentless access and agent-based access. For agentless access, the user experience is similar to that
seen for Saleforce. For agent access, the user experience is similar to web access.
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makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
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