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Data Protection Requires a
Holistic Approach

Accidental misuse, loss, and theft of sensitive data has become one of the
largest threats to the modern enterprise. Failing to mitigate the risks can
devastate profits, brand reputation, and employees' livelihoods. While CISOs
and other security professionals understand these stakes, the job of securing
the data is made more difficult by the constant drive to embrace cloud and
workforce mobility. In this new paradigm, sensitive data often resides in places
that lack monitoring and effective controls, making data more susceptible than
ever to loss, theft, and misuse.
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Forcepoint's Consulting Services are designed for this new world of expanded
threats. Forcepoint Consulting Services give you direct access to a wealth

of knowledge gained from our experience in the commercial, government,
and education sectors developing effective, risk-based programs that

protect customers’ sensitive data assets from intentional and unintentional
loss. Our experts help organizations strike the appropriate balance between
data protection and employee privacy. to effectively reduce risk in a way that
respects privacy and allows the workforce to maintain productivity.

FCS can help organizations:

> Objectively measure organizational
readiness to guard against sensitive
data loss.

> Design a custom-fit Data Protection
Program that meets corporate
requirements and aligns with proven
data risk reduction practices.

> Leverage Forcepoint subject
matter experts with 15+ years of data
protection expertise.

> Operationalize technologies
and improve processes to enable
better and clearer decisions about
what is and is not “acceptable”
data movement based upon the
organization's risk assessment.

> Train stakeholders and working
groups to seek out and define
appropriate business use cases,
develop and refine detection
approaches, and boost program
performance and efficiencies.
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Forcepoint Consulting Services Offering

Data Protection Program Evaluation

This evaluation assesses the robustness of your organization’s
program to detect, prevent, and respond to data loss events
and provides recommendations for enhancing the program’s
effectiveness. The evaluation will help your organization reduce
exposure to damage from potential threats and strengthen your
Data Protection Program by examining its operations, business
processes, personnel training, data collection and analysis,
legal, and human resources elements.

The Data Protection Program Evaluation examines program
practices within these spheres:

- Information Security

- Privacy

- Audits & Compliance

—  Data Ownership

- Human Resources and Legal

- Personnel and Training

Program Evaluators conduct policy and guideline reviews,
interview key personnel, and observe critical program processes.
The evaluation report documents key findings related to the
maturity of the organization’s program and provides a program
roadmap that can be used to establish and maintain a more
effective Data Protection Program. Where deficiencies are

observed, best practice recommendations are provided to
bridge gaps and improve data protection capabilities.
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Data Protection Program Planning and Development
Developing a holistic Data Protection Program can seem

like a daunting task but Forcepoint Consulting Services
evaluators provide the expertise to drive program framework-
building activities so you have a solid foundation for a
successful Data Protection Program, prior to the technical
solution implementation.

Data Protection Program Planning and Development experts
can help to:

— |dentify and document stakeholders, roles, and
responsibilities for the program.
- |dentify and document data protection business requirements.

— Review current policies related to data governance, note
gaps, and identify priorities for remediation.

— Assist with drafting guidelines, procedures, standards, and
policies to bridge gaps.

- Work with business stakeholders to develop a data
classification schema.

- Work with business stakeholders to develop a sensitive
data asset inventory.

—  Conduct sensitive data workflow analysis on high-priority
data types.

—  Document potentially broken or unsecure processes.
— Document potential DLP integration points.

- Work with business stakeholders to define and build event
and incident response capability.
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Forcepoint Data Protection Workshops

A hallmark of the Forcepoint Data Protection Program model is
the early training of senior leadership, program managers and
cross-functional team members. Program Development and
Operations teams are set up for success through a common
understanding of program design, risk mitigation strategies, and
key steps to launching successful programs.

Data Loss Prevention Readiness Workshop
The 1-Day workshop covers the following topics:

> Data loss prevention fundamentals
> Indicators of a successful Data Protection program
> Principal steps to getting a Data Protection Program started

> Best practices for mitigating risk of sensitive data loss

Want to learn more about Forcepoint Data Protection Consulting
Services? Contact us at consulting@forcepoint.com.
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One Step Ahead.
One Behaviorat a Time.

Move to proactive cybersecurity with a human-centric approach.

rorcepoint

forcepoint.com/contact Forcepoint is the leading user and data protection cybersecurity
company, entrusted to safeguard organizations while driving
digital transformation and growth. Forcepoint’s attuned solutions
adapt in real-time to how people interact with data, providing
secure access while enabling employees to create value. Based
in Austin, Texas, Forcepoint creates safe, trusted environments
for thousands of customers worldwide.
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