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Forcepoint Data Security Cloud Architectural Overview

Document Scope

This document presents an overview of Forcepoint Data Security Cloud and explains the key architectural
components and how they fit together to deliver unified data security everywhere.

This document is intended for
e Enterprise Architects
e Security and Network Architects
e Solution Architects
e CISO and InfoSec Team
e ClOandCTOs

Note: It is not intended to be used as a deployment and troubleshooting guide.
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Executive Summary

Al, cloud adoption, and distributed work have fundamentally changed how data is created, accessed, and exposed.
Sensitive data now flows continuously across endpoints, SaaS applications, email, web channels, cloud data stores,
and Al-driven workflows often outside the visibility and control of traditional security tools.

Traditional data security architectures were designed for a world of static data locations, predictable user behaviour,
perimeter-based enforcement, and manually managed policies. Unfortunately, that world no longer exists.

Today, organizations face data sprawl across SaasS, laaS, endpoints, and Al workflows. This increases insider risk
and the chances of credential misuse. Al driven data ingestion and generation continue to grow rapidly. Hybrid

environments are also evolving faster than traditional policies can keep up.

As a result, relying on standalone tools such as DLP, CASB, DSPM, email, or web security creates visibility gaps,
inconsistent enforcement, and added operational complexity.

What is required is not more tools, but a unified data security architecture that delivers consistent visibility,
classification, and protection across every user, device, application, and data flow.

Forcepoint Data Security Cloud introduces a next generation unified solution designed to secure data everywhere it
lives and moves without slowing the business.

Built on a unified modern control plane, Forcepoint Data Security Cloud brings together data discovery, classification,
prioritization, remediation and protection across cloud and on-prem environments, powered by Al and contextual

intelligence.

This document presents the Forcepoint Data Security Cloud architectural overview and illustrates how it delivers a
unified, adaptive approach to protecting sensitive data across the enterprise.

Forcepoint Data Security Everywhere

A framework solving for the most critical use cases

Compliance Data Access Mitigate Breach
Readiness Governance Data Risk Prevention
Copilot and Securely Enable Mitigate Ransomware Email
M365 Data Security Gen Al 9 Security
S e BYOD On-prem Insider
Data Classification Security Support Risk Protection
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Forcepoint Data Security Cloud Architectural Overview

At its core, Forcepoint Data Security Cloud is asingle, cloud-native data security platform that unifies

Data Discovery
e Discovery of both structured and unstructured data across cloud and endpoint environments
e Continuous scanning to maintain a dynamic and always up to date data inventory
e Exposure mapping and posture insights including identification of blind spots

e File stubbing for visibility into unmanaged or abandoned data repositories

Data Detection and Response (DDR)
e Real time monitoring of sensitive data access, usage, and movement across cloud and endpoints
e Behavioral detection of risky data interactions
e Anomaly analysis across user and data activity

e Insider risk identification through contextual signals

Data Classification
e Highly accurate Al driven classification across enterprise data
e Explainable classification with transparent reasoning
e Coverage across structured and unstructured content
e Sensitivity identification and normalization at scale

e Consistent classification without performance throttling

Prioritize
e Contextual user risk scoring based on behavioral patterns
e Dynamic policy adjustments based on evolving risk posture
¢ Real time adaptive enforcement decisions

e Risk signal correlation across identity data and device posture

Remediate
e Centralized incident management across all channels
e Cross channel forensics with activity timelines and evidence
e Alert triage and response workflows

e Policy refinement based on investigation insights
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Protect
e Unified DLP Engine
e Risk adaptive enforcement across environments
e Application Security through CASB
e Web Security through SWG
e Email Security

e Remote Browser Isolation

Unified Policy and Intelligence Control Plane
¢ Centralized policy lifecycle management
e Integrated Al Assistant
e Insights analytics and reporting
e Identity and directory integrations

e APl driven ecosystem integrations

rorcepoint
Data Security Everywhere

KNOW | ADAPT | PROTECT

Mesh Discovery, ‘
Classification [
Technology Stack Platform Integrations
. st ]
» AlMesh  + CASB sk *°°"'° Workflow ‘ « Identity « SOAR
+ DSPM « SWG « Ticketing  + XDR
DDR Emad c ‘ SIEM
+ DLP

Any Device, Any App, Any Location

HPS O I ERSH

Enapore GeN Vao 325 Aot st Sereny Evad  Cunone Apgn

In the following sections, we will explore each key pillar of Forcepoint Data Security Cloud in greater detail to
understand how these capabilities work together to deliver unified visibility, contextual prioritisation, and consistent
data protection across users, devices, applications, and Al driven workflows.
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Data Security Classification

Organizations cannot protect what they cannot see. Forcepoint DSPM provides continuous data discovery to
deliver essential visibility into where sensitive data exists, how it is distributed, and who has access to it across
cloud services, endpoints, on-premises systems, and Al workflows.

Forcepoint enables the discovery of both structured and unstructured data across cloud and endpoint
environments, ensuring that sensitive information is not overlooked regardless of where it resides. Through

continuous scanning, the platform maintains a dynamic and always up to date data inventory that reflects the
evolving state of enterprise data.

......................................................... PO
ospj.c oor | ~'IJ Sl I il i l | 1 ( L V( mem —]—
e ) & | = /LD [box [ & || B8 ||
<t Dat [ sharoPont_|

DSPM meme NEL 570 provide Risk Landscape
Discover Data
Catalog & Fie Classification [\
Ve Endpant
\) Continuous Scans: Fila Classiication of New Documents
|_oor _ EAEEZ A avaep s
ERam lﬁlﬁ +  File Change Alerts & Remediation
+  File Unoage

This ongoing discovery also supports exposure mapping and posture insights, helping organizations identify risk
prone data stores, overshared repositories, and potential blind spots across managed and unmanaged
environments. In addition, file stubbing provides visibility into unmanaged or abandoned data repositories,
ensuring that even orphaned or forgotten files also known as Redundant Obsolete Trivial (ROT) files are
accounted for within the organization’s data security posture.
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6 MONTHS

723K

12 MONTHS

400K

Not Modified

3 YEARS

95K

S YEARS

67K

Redundant Untouched Over 3 years

Redundant Untouched Over 5 years

By Attribute by Attribute
Legal Business Documents
Technical
Financial Technical Documents
HR
Confidential HR Documents
Operations Legal Documents
Luhn
Miltech Aarketing Documents
HighEntropyWords .
Medical Financial Documents
2,00m6D8MO0 0 200400600800
Obsolete 3 Years
by Location
150,000
@ Pll, PCl or PHI @ All Untouched
120,000 S —
*Legal 38% (136K)
* Financial 23% (82K)
90,000 «HR 16% (56K)
* Operations 14% (50K)
60,000 = Technical 3.8% (13K)
*Luhn 1.8% (6.4K)
30,000 = Confidential 1.6% (56K)
* HighEntropyWords 0.81% (2.9K)
0 * Medical 0.56% (2K)
Legal Technical Medical * Training 0.24% (g68)
* Miltech 0% (0)

Forcepoint DSPM Redundant Obsolete Trivial (ROT) file’s view highlighting redundant, obsolete, and trivial data that remains untouched

As data continues to sprawl across environments, these capabilities play a critical role in reducing risk by
preventing sensitive data from remaining hidden in unknown locations or exposed through unintended access

paths.
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r Dashboard / Scan Progress
[}
e Scans Overview
[} FILES DISCOVERED FILES ON GOOGLE FILES ON SHAREPOINT FILES ON SMB
@ 728K & 348K B 1.4K = 231K
= Content Classified Files
& ALL TIME LAST 3 HOURS LAST 24 HOURS LAST 7 DAYS
415K 500 500 507
Valuable Assets
CRITICAL FILES SENSITIVE FILES PIl FILES
# 21K e 21K T 393K
Pll Files Assets At Risk
by Type By Classification
GOOGLE_DRIVE |
Total entities: 322K ‘ @ vt 288K | Mariner Confidential
Confidential
E SMB .
;2'((nl entities: | @ unknown 12K | Highly Confidontil
Mariner Internal
‘ONEDRIVE
& 7 enitios: 1k (@ coex 47K | e
—_— General Business
DROPBOX
Total entities: 7K ‘ @ om 44K |
» Mariner Public

f o e-

Forcepoint DSPM highlighting discovered and classified files across multiple data sources

FILES ON CONFLUENCE FILES ON BOX FILES ON CHAT GPT
KX7IK b 1,6K G MK
Metadata Classified Files
ALL TIME LAST 3 HOURS LAST 24 HOURS LAST 7 DAYS
313K 630 630 631
HIGHLY CONFIDENTIAL FILES CONFIDENTIAL FILES
7r 33K ® 16K
-
Sensitive Files -
by Type
GOOGLE_DRIVE

Total entiies: 9.6x | @ ¥t 57K |

B
Total entities: | @ unknown 14K |
4K e

ONEDRIVE
Total entities:

2.4K | @ docx 946 |

CONFLUENCE CLOUD @™ o
Total entities: 993 [1. png 669

b

Data discovery without context is noise. Forcepoint leverages its innovative Al Mesh technology to deliver highly
accurate, context-rich classification of discovered SaaS data, transforming how organizations identify and manage
sensitive information. Unlike traditional solutions that rely on static rules or basic automation, Al Mesh uses a
networked architecture, including a generative Al Small Language Model (SLM), to intelligently analyze and
classify vast volumes of files, emails, documents, and databases across SaaS environments.

Forcepoint Data Classification Core Engine
Data classification workflow

Leverages innovative Al-mesh technology

Classifies large volumes of new files and emails
accurately and efficiently

Generates high-quality synthetic data from insights
from diverse industries to continuously improve Al model

Converts files into secure, anonymized binary
signatures with non-reverse-engineerable labels

Facilitates collective contributions to a shared master
sel, benefiting every customer
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Data Detection and Response

Forcepoint Data Detection and Response extends visibility beyond data at rest to monitor how sensitive data is
actually being accessed, used, and moved across cloud and endpoint environments in real time. DDR
continuously analyzes data interactions such as file access, sharing activity, permission changes, and abnormal
movement patterns to detect behaviors that may indicate insider threats or compromised identities.

By correlating signals from data sensitivity, user activity, and access context, DDR enables organizations to
identify risky actions as they occur and respond proactively before sensitive data leaves organizational control.
This allows security teams to move from reactive alerting to behavior driven detection and response, reducing
attacker dwell time and strengthening protection against data exfiltration.

By correlating signals from data sensitivity, user activity, and access context, DDR enables organizations to
identify risky actions as they occur and respond proactively before sensitive data leaves organizational control.
This allows security teams to move from reactive alerting to behavior driven detection and response, reducing
attacker dwell time and strengthening protection against data exfiltration.

DDR / Overview £ o o-
Auto update - 1minute v C

Recently scanned files

( EXPORT ) ( VIEW IN THE PAGE )

Source Path Ingested Time |7
ONEDRIVE t Team/Vlad Test Folder/Sites_20251223134803379 (25).csv Feb 19, 2026, 10:07:50 PM —
ONEDRIVE t Team/Vlad Test Folder/Sites_20251223134803379 (25).csv Feb 19, 2026, 10:07:45 PM =
ONEDRIVE users/Support Team/Vlad Test Folder/Sites_20251223134803379 (24).csv Feb 19, 2026, 10:07:45PM =
ONEDRIVE users/Support Team/Vlad Test Folder/Sites_20251223134803379 (24).csv Feb 19, 2026, 10:07:45PM =
ONEDRIVE user t T iation/ file_different_data_source_stub.xisx Feb 19, 2026, 7:10:41PM =
Open risks
Public Exposure
Pll PHI PCI
24 0 21
External Sharing
Pll PHI PCI
11K 138 773
Internal Over-Sharing
Pl PHI PCI
18 0 7

Forcepoint DDR dashboard showcasing real-time visibity into sensitive data activity and open risk indicatos
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Extract SSNs to Google Sheet n . X
o "y, Confidential Pll, PHI Internal
[users/tom@d3m0s.com/My Drive/Extrac... ogle Sheet
File Details File Lineage Permissions Data Assets Duplicate Analytics
Summary 1) EXPORT TO CSV

@1~ A0 >0 L9 <0 Do

Lifecycle Event User Timeline
‘J"_=, — 9 downloads, 3 edits, 2 views 1102782546061... Jan 28 - Jan 28, 2026

L downloaded 102782546061... Jan 28, 2026 v
Date: 2026-01-28T08:04:21.585Z
Document ID: w0atxG-VJ2dwPBEGpYMITQNZgP3t7PtHxgQPiG-xtfg
Event: download
Title: Extract SSNs to Google Sheet
Document Type: spreadsheet
Actor: tom@d3mO0s.com
Visibility: private
Owner: tom@d3mO0s.com
IP Address: 54.201.207.98
Billable: True

& downloaded 1102782546061... Jan 28, 2026 >

DDR File Lineage view illustrating users activities on a senseitive file present in Google Drive.

Prioritze

Forcepoint continuously evaluates user activity against established behavioral baselines to generate contextual
risk scores through Risk Adaptive Protection (RAP). By analyzing patterns such as unusual data access,
excessive downloads, abnormal sharing activity, or interactions from unmanaged devices, the platform can detect
deviations from normal user behavior that may indicate potential insider risk or compromised credentials.

As user risk levels change over time, RAP automatically adapts data protection policies to reflect the current threat
posture. This enables organizations to move beyond static enforcement and apply stricter or more permissive
controls depending on the assessed level of risk, ensuring that security measures remain aligned with real time
conditions.
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Architectural Overview

Based on continuously updated RAP scores, Forcepoint can take immediate enforcement actions such as
allowing, blocking, coaching, or restricting access to sensitive data. These decisions are made in real time to
prevent potential misuse or exfiltration without unnecessarily disrupting legitimate business workflows.

Forcepoint | DLP (ONIAN -]
APPLICATIONS : : x li ) Last 30 Days
Investigation ~ Users  Alerts  Dev Timeline t Sarah Brown
jome
A Home Risk User Top ce i B Overview Last 30 Days
_ 84 ) 5= oo
@ Secure Gateway v Michael Williams Data o Alert summary
& ow v ()  swnBrown Do st R Top s e
@ Critical: 809 ® Low: 400 Suspicious activity 1987 slerts
®) James Jones Datae:
& App Security v 4 o  High: 720 o Info: 23 Detence evasion 545 alerts
— ) Medium: 910 Totsh 2320 Systommodification 373 wlens
Jun 07,2020 Adalerts &
Remote Browser & -
~ Isolation (2 David Wilson Data e
o 140U Device usage
A DSPM v ) Jessica Taylor Dotag ~ Webdataupload +1rules Total read and write: 234MB
® G ow
) Robert Martinez Datast i
PLATFORM SERVICES &) thas sk id Detected devices
& Eizabeth Anderson  [Datasi  Newlocal user sccount crested
, a »  Device name Endpoint Permissions
(™ Insights v A @ o &
« William Garcia Ostae: Bar
sandrausb LT-Andrew ®
1+ Admin v
b Ashley Thomas Data 1132 15
Kol »  sandrausb 4 endpoints e e
£+ Settings v Daniel Rodriguez Defens  Anomely suspicious size of files stokpiled on
local drive + 2 rules sandrausb LI-Christopher J., ®©
® Mary Lee oy ¥ @ o
@ Christopher Clark Datae: Files transfered Show table »
Anomaly suspicious size of fles stokpiled on
® AmandaHemandez  Datas  \Ocde t2mles
@ oo
o~ Alert d risk histe 30 days
) Matthew Young Ostae: kil il
0 Nots Rk ¥
Louren Scott oetene | Anomaly suspicious size o fes stokpiled on
local drive + 2 ule %
A~ @ ow
« Coliapse 16-31 of 103items B34 %

Forcpeoint Data Security Cloud dashboard showcasing RAP scores across users along with detailed activity insights

Forcepoint also correlates signals from multiple sources including user identity, device health, access context,
data sensitivity and inbuilt Indicator of Behaviour (IOB). By combining identity attributes with device posture and
behavioral analytics within RAP, the platform gains a comprehensive understanding of risk, enabling more
accurate prioritization and targeted enforcement actions.

Forcepoint

] Policy Data protection Device control User activity monitoring 0]
[ UsrouCYVERSON [y ST UPATED DATE O LASTUPDATEDEY

H = 13 18-Feb-2026, 3:58 7 aditya.sahu@forcepoint.com

L

Indicator Of Behavior

Poliey Elements

A

. 108 No Rule name Status Severity Categary Channel Users excopt
B2z Data downloaded from Whatsapp to removabie storage & Medium Data axfinration & Removable media Al users
B3 Data moved to removable storage from Microsoft Managemen... & Medium Data exfiltration & Removable media All users
B 214 Data moved from network share to removable storage @ Medium Data exfinration & Removable media All users
B25 File printed as PDF, then saved to removable storage @ * Low Data axditration & Removabie media All users
H2e Screen capture saved 1o removable storage ] * Low Data enfiltration A Removable media All users
£ 290 Suspicious number of files copied to remavable starage & = Dynamic Data exfiltration A Removable media All users
88201 Suspicious size of file(s) copied to removable siorage (<] * Dynamie Data extitvation & Remavable media Al users
Ban Data downloaded from network share to local drive by critical-.. (<] Medium Data stockpiing B Local hard drive All users
85300 Suspicious number of files on local drive & + Dynamic Dsta stockpiing Local hard drive All users
88 301 Suspicious size of file(s) on local drive (<] * Dynamic Data stockpiling 8 Local hard drive All users
Banw File printed by critical-risk user (<] *Low Data exfitration S Printing Allusers
w451 Printer added, X files were printed, then printer deleted & * Dynamic 7 System log event All users

1-25 of 131 items (=Y Rows per page: 25 ~ Page 10f 6

Indicator of Behavior from Forcepoint Data Security Cloud can be leveraged with rAP to enable dynamic, risk-based protection

© 2026 Forcepoint

Public



Forcepoint Data Security Cloud Architectural Overview

Remediate

Forcepoint provides centralized incident management across all data channels, enabling security teams to
investigate and respond to potential data risks from a unified console. Incidents generated across endpoints, cloud
applications, web traffic, or email are aggregated into a single view, eliminating the need to pivot between multiple
tools during an investigation.

Forcepoint | DLP ORI @
i —
PPLOATIONS Dashboards Users Endpoints Devices ( Blast3odays ) (3 &, Agent a @
A Home
@ Secure Gateway v Investigation © 30 days Top risky users
Risky users Filters Critical High Med L Total
User
Getting Started =
James Jones
| Dashboards "
Investigation @ Jennifer Davis
Endpoint Management *
Policy 2 ) David Wilson
2
Settings
0k /\ & 7 % 68 Jessica Taylor
; i S o : B ' . h - s Robert Martinez
& App Security v December
63 Elizabeth Anderson
o Remote Browser
= Isolation
A DSPM b Detected behavior © 30 days Total alerts last 30 days © 1,448 -+ Data movement (D 20 days
PLATFORM SERVICES ALL NEO  DLP o v Top matched rules Alerts Channe Destination
e Insights v DLP Credit Card / Payment Card Data (PCI-DSS) h
i : 52% 42% * 3% - <%
#it Admin v o DLP Personal identifiable Information (PI) 550
Settings v
o 9 o DLP Protected Health Information (PHI) S 8 = 0
Web Removable media Email Appiications
« Collapse o DLP Confidential Intellectual Property 46

Forcpeoint Data Security Cloud dashboard illustrating risky user activities, top matched rules and data development across all channels

Through cross channel analytics, the platform captures detailed activity timelines along with supporting evidence
such as file interactions, user actions, access patterns, and data movement across environments. This enables
analysts to reconstruct the sequence of events and understand the full scope and impact of an incident.

Forensics

Forcepoint Data Security Cloud provides deep cross channel forensics that enable security teams to investigate
data incidents with full contextual awareness. When a policy violation or risky activity is detected, the platform
captures detailed evidence including user actions, file interactions, access patterns, sharing behavior, and data
movement across endpoints, SaaS, web, and email channels.
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X Timeline 14:42 19-Feb-2026 Alert details Q) DLPSaaS-Neo

Stacy@Go4Labs.local

67 Forensics
P _—

[i,/\ '/a\' ( User Insight )
(&) (A) [ Userinsights )
N \,7g,/

Medium - = | Violation trigger v Clear Filter
¥ Violation triggers @
Y AYON
I‘\?JI (2)©)
~ Rule: UEEE
® 14:42 -14:35 urc +5 -
} Classifier: US SSN (Wide)
14:42 UTC 45
US SSN
@ DLP ¥ Classifiers
14:42 UTC +5
LIS SSN DLP  US SSN (Wide)
g owe Matches: 170
14:40 UTC +5
US SSN
& o ¥ Files Download Evidence .,
14:36 UTC +5 Name Size Protected Classificatio
US SSN
@ DLP ™ \\192.168.122.228\Lab_items\US_Client_R... 12.82 KB - -
14:35 UTC 45
US SSN Total transaction size 12.82 KB
@ DLP
[0 5 Alerts &
Details
® 14:32 yic s
; ) Source application: DLP event ID:
US Pl Social Security Number explorer.exe 4653919771469532848 [
] DLP
Destination path:
® 14:30 -10:06 uTc +5 \192.168.122.228\Lab_items\US_Client_Records_170.pdf

14:30 UTC +5

US PII: Social Security Number and Name + 1 rules

Forensic view offering detailed information about incident

Security teams can review a unified activity timeline to reconstruct events and understand how sensitive data was
accessed, modified, or shared over time. This forensic context, enriched by classification insights and RAP risk
signals, helps analysts quickly determine intent, assess impact, and initiate targeted remediation actions such as
restricting access, revoking sharing permissions, or safely relocating data.

Protect

Forcepoint Data Security Cloud delivers a modern contextual driven DLP engine that enables consistent data
protection policies to be applied across endpoints, cloud applications, web traffic, and email channels from a single
control plane. This ensures that sensitive data is governed by the same set of policies regardless of where it
resides or how it is accessed.

Through risk adaptive enforcement across environments, the platform dynamically adjusts protection actions

based on user behavior, device posture, and contextual risk signals. This allows organizations to apply stricter
controls in high-risk scenarios while minimizing disruption for legitimate business activity.
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Application security is enforced through Forcepoint CASB, which provides both inline and API based visibility and
control over data interactions within sanctioned SaaS applications. It continuously scans these environments to
identify sensitive data, monitor sharing behavior, and assess exposure risks such as oversharing or publicly

accessible links.

Forcepoint

APPLICATIONS

A DSPM

& App Security
| Home
Analyze
Protect

Settings

User Portal

& oue

v

~

Remote Browser

= lIsolation
A DSPM
PLATFORM SERVICES
(™ Insights
L Admin

£ Settings

« Collapse

| App Security
£ Home
Home
Saa$S Data Discovery Updated 27-Jan-26 Summary Activity Log
Scans
@ Files - 134
@ Emails - 93
TOTAL @ Messages - 0
238 @ Sharepoint Lists - 0
@ Calendar Events - 9
@ Storage Objects - 2
@ Al Messages - 0
Managed Managed Managed
Inline Apps APl Apps Devices
API Data Scanned on 26-Jan-26 DLP Matches

e @

File Sharing Breakdown

@ Public - 0

TOTAL
@ External - 78

198 @ Internal - 51

@ Private - 68

Users

Licensed

Active

Forcpeoint CASB showcasing dashboard with SaaS data discovery and file sharing insights

With API-driven inspection, CASB enables discovery of data at rest along with automated, policy-based
remediation, such as revoking public links or restricting risky access. Inline controls extend protection to data in
motion, allowing Forcepoint to prevent unauthorized uploads, downloads, or sharing of sensitive information in real
time, ensuring that data remains protected across cloud applications.

Web security is delivered through SWG, enabling inline inspection of data in motion across web traffic to prevent

unauthorized uploads or downloads of sensitive information.

Forcepoint Secure Web Gateway enables organizations to monitor and control how sensitive data moves across
web traffic by inspecting user interactions with websites, cloud applications, and Al tools in real time. It provides
deep inline visibility into web sessions, helping security teams detect and prevent unauthorized sharing of
sensitive information over the web channel.
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Categories

Configure filtering actions and SSL decryption for web categories.

SSL decryption: @D The Forcepoint LLC root certificate(s) must be installed on the end user workstations.

Search ‘ [ Quick select ... v
= Account Custom Categories
“ Reddit subs [ORN
& Policy Custom Categories
“ Default_Blocklist [ORN
= Standard Categories
& Unknown ® W
# Abortion (O
# Adult Material =HORN
i Advocacy Groups (ORI
# Bandwidth P®O0
Business and Economy ®w
Collaboration - Office [~ NORN
® Drugs ® W
# Education & (OB
@ Entertainment ® W
Eﬁ Extended Protection ® W
Gambling ® W
Games ® W
# Government ®w
. — =
& Privacy

~ Adult Material ®
Action:

® Allow access

3 Do not block

o Require user authentication
1 (% Confirm
() (O Use Quota
@ ® Block access

Block page: | Access Blocked v

SSL decryption:
O Decrypt
@ W Do not decrypt

Forcpeoint SWG category selection interface for defining web access and security controls

Shadow Al

Daterange: | 24 hours ¥ ‘

Shadow Al Report >

information Technology [ )

CHADOr O - ([ ———————]

Generative Al - Text and Cade [FERSREEG_—GGG
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Streaming Media [
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Personal Network Storage and a... [

wieb Infrastructure [

0 2 4 6 8 10
Cloud App Count
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{1 |- —

Inform Collab Gener Adverti Search Unkno Busine YouTu Text Stream Games Web Person Web
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Techno - Office Al - ts s and Econo Media Media cs  Networ ucture

1 Count

per_user_data |

jimd@d3amos.com I
0
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. res, public.onecdn static microsaft |1
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Forcpeoint SWG dashboard providing visibility into overall web usage and traffic patterns

© 2026 Forcepoint Public



Forcepoint Data Security Cloud Architectural Overview

By applying unified DLP policies across web sessions, SWG ensures that sensitive data remains protected even
when users interact with external platforms such as personal email, file sharing sites, or unsanctioned
applications. The platform can dynamically allow, block, or coach user actions based on data sensitivity, user risk,
and device posture, enabling secure web usage without disrupting legitimate business activity.

Integrated with Risk Adaptive Protection, SWG aligns enforcement decisions with real time contextual risk signals,
helping organizations prevent data exfiltration while maintaining productivity across managed and unmanaged
environments. Additionally, Remote Browser Isolation provides a secure environment for accessing potentially
risky web content, preventing data exposure by isolating user sessions from the endpoint.

Email security extends DLP controls to outbound communications, ensuring that sensitive content is not
inadvertently shared through email channels.

Together, these capabilities enable organizations to enforce data protection policies consistently across all
channels without hindering productivity.

Unified Policy and Intelligence Control Plane

Forcepoint Data Security Cloud provides a unified data loss policy management framework that enables
organizations to define, manage, and enforce data protection policies consistently across all users, devices,
applications, and data channels.

Security teams can create data loss prevention policies once and apply them everywhere, leveraging a common
classification and context engine to ensure sensitive data is protected the same way whether it is accessed in
SaaS, laaS, endpoints, on premises systems, web traffic, or Al workflows.

¥ Rule details

*Rule name:

US PII: Social Security Number

Description:

Rule for detecting valid secial security numbers (SSN) issued by the US Social Security Administration, taking inte account SSN randomization, employing various heuristics involving
credit card related terms and exclusion pattems.

» Condition

US PII: Social Security Number

> Source

All included

¥ Destination

Select destination:
endpoint @) Emai@) wen @) cass @

Select type:

@ Printing ~ ® Removable media  ® Applications @ LAN @D crabled

@ Delete Policy Rule Save

Forcpeoint DLP policy view illustrating consistent US PII protection across all channels
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Policy management is identity aware, and context driven, incorporating user identity, group membership, device

posture, data sensitivity, application type, and activity context. This enables precise, risk-based controls rather
than broad, disruptive restrictions.

An integrated Al Assistant simplifies policy creation and tuning by providing intelligent recommendations based on
observed data usage and evolving risk patterns. With natural language understanding capabilities, it can
recommend new policies or policy modifications and deploy them directly from the user interface.

s N
@ Forcepoint Al™ X

Forcepoint uses advanced Al technology to support you on a daily basis.

- @

@ Hello! I'm here to help you set up and manage your policies.
How can | assist you today?

What are the best practice security policies for
preventing data exfiltration in USA?

@ Perfect! Here's what | understand:
- Industry: All industries
- Region: United States

- Intent: best practice security policies for preventing data
exfiltration

Should | proceed?

Forcpeoint Al suggestinog a security policy
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Conclusion

Modern data security requires more than isolated controls across endpoints, cloud, web, and Al-driven workflows.
As sensitive data moves dynamically across users, devices, applications, and generative Al applications,
fragmented point solutions introduce visibility gaps, inconsistent enforcement, and delayed response.

Forcepoint Data Security Cloud delivers a unified, cloud native architecture that brings together continuous data
discovery, Al driven classification, behavioral prioritisation through Risk Adaptive Protection, cross channel
investigation, and consistent policy enforcement across all data interactions.

By correlating signals from data sensitivity, user behavior, identity, and device posture, the platform enables real-
time adaptive controls that evolve with changing risk conditions. This allows organizations to move from static,
policy driven protection to dynamic, context aware data security that proactively mitigates insider threats,
credential misuse, and Al driven data exposure.

The result is a single, intelligence driven control plane that secures data everywhere it lives and moves, while
enabling secure collaboration, cloud adoption, and Al innovation without compromising productivity or compliance.

Forcepoint Data Security Cloud transforms data protection from a reactive control mechanism into a continuous,
risk-aware security strategy aligned with how modern enterprises create and use data today.
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rorcepoint About Forcepoint

forcepoint.com/contact : . .
Forcepoint enables Self-Aware Data Security, an Al-native

approach that helps enterprises and governments know their
data everywhere, adapt to evolving risks and regulations in real-
time, and protect at scale with a unified, single-policy
framework. Based in Austin, Texas, Forcepoint creates safe,
trusted environments for customers and their employees in
more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, LinkedIn, Instagram and YouTube.
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