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Disclaimer
Thisdocument containsinformationregarding Forcepoint productsand/or services. The informationis Forcepoint’s property. While every effort was made to

ensure the contentis up-to-date and accurate, the informationis provided AS IS, without any representation or warranty, express orimplied, and is subject
to change without notice. Any references to future releases or functionality are forecasts and notintended to be commitments. Forcepoint assumesno

liability for the use of this information.

©2023 Forcepoint. All Rights Reserved.
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General
Document Purpose

This document is designed to answer the question: “What personal data is stored in Forcepoint Dynamic User Protection?” Itis primarily intended for those
involved in the procurement and privacy assessment of Forcepoint Dynamic User Protection.

Data Privacy Laws

The General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) wasadopted on April 27,2016 and came into effect on May 25, 2018. GDPR, along
withotherapplicable dataprivacylaws, guide the principlesthatareincorporatedinForcepoint’s privacy policiesandprocesses, bothinternally and externally.
Fulldetails of the GDPR canbe foundin varioussources, including https://ec.europa.eu/info/law/law-topic/data-protection/reform en.

Forcepoint Dynamic User Protectionis designedto comply with applicable data privacy principles, including those containedin GDPR. Consistent withthese
principles, Forcepoint’s customers are considered to be the sole data controller. Forcepointis the data processor withrespect to customer datatransferred
through or stored in Forcepoint Dynamic User Protection

Personal Data

Thisdocument adheresto the definition of personaldata asdefinedin article 4.1 of the General Data Protection Regulation, which defines 'personaldata’ asany
information relating to an identified or identifiable natural person (‘Data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, inparticularbyreference to anidentifiersuch asaname, anidentificationnumber, location data, anonline identifier orto one ormore factors specific
to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

Safeguarding Personal Data

Forcepointusesindustry-standard techniquesto protect data held withinthe Forcepoint product, including personal data. Full details on Forcepoint’s privacy
policy and processes can be found at: https://www.forcepoint.com/forcepoint-privacy-hub.
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TERMINOLOGY

Terms used in this document are as follows. Interested readers are required to familiarize themselves with these terms and their explanations before
reading subsequent sections.

Term Explanation

ulis User Information Service — the micro-service that stores information imported from
DirectoryService andmakeitavailable forany productthatlikestoconsumeit

Device and System Properties = Consist of device metadata such asthe host name, domain, device name, usersignedin,
OS, time zone, and device specs

Dynamic User Protection (DUP) Assolution that relies on Endpoint components fo monitorthe enduseractivitieson
WindowsandmacOSoperatingsystemsandreports Alertstoa Cloud Backend
Storage. The Alerts are used to evaluate users’ risk.
Users and alerts can be investigated via a web user interface that runs in AWS cloud

Activity Any operation performed by the end user or by an applicationinuse by the

end user Examplesare:
File copied to removable storage
Email sent
File printed
File copied to a Network Share

Event Allactivitiesonthe endpoint arerepresented aseventswhich are processed by the policy
engine on the endpoint.

Alert Ifaneventmatchesapolicyrule, thenthe policyrule engine may triggeran alertthatisa
form of message thatis sent to the DUP cloud storage and which can be displayed to
administrators that investigate risky users and alerts.

Alerts are associated with a risk impact.

User Any employee that access a computer system

Risky User Anemployeethathasperformedone ormore activitieswhichgeneratedalerts.

The userrisk is calculated based on the combination of the riskimpact of alerts
triggeredbythe user (itisnot asum, itisamathematical formulathat takes
that takesinto account mulfiple riskimpacts and calculates the totalrisk score)
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First Time Device Registration & Periodic Sending of Device (System) Properties

Data Set What Personal Datais Used? Purpose Is Pseudonymization Storage, Flow & Protection Retention
Possible?
Registration and The Device and System The software runs on The device information This data is protected in transit and at rest. Device and System
Device and Properties consists of device the endpoint (Windows is not pseudo The device registration is sent by endpoint to  Properties areretainedin
System metadata such as the host or MacOS§) and callsto  anonymized presently. DUP over an HTTPS secured connection the Forcepoint AWS
Properties name, domain, device name, user the AWS APl gateway to  Inthefuture, afeature (TLS 1.2). accountuntilasystemis
signed in, OS, time zone, and register the device that masks user Theregistration process createsadevice deleted.
device specs. immediately after information will be specific digital certificate (per endpoint)
The “user signed in” information installation, and then implemented. which the endpointwilluseforallfuture Wheneveranew userlog
contains the following: sends Device and communications with the Cloud tothe systemthelogged-
« user type - Domain if EY:TTﬂen”STZSOEOeszCel\C/EZ backend. ;)hn userinfo islupdo‘rdgd and
; ‘ ) ) e previousloggedin user
the logged in user was Then device properties are sent over MQTT is overridden.

a Domain user or local
if the user was a local
user on the device in
question. In the case
of alocal user, Neo will
send the device's
hostname as the
domain or the custom
domain name if
configured by the
Admin.

e the user principal

name (if available),
and

secure communicationthatusethe device
specific digital certfificate to secure the
communication using TLS

1.2.The Device and System

Properties are encrypted af rest

using AES256.

¢ the username used by
the user when logging
in, and

¢ down level logon
name consisting of the
domain and the
username
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Reporting Alerts from Endpoint to Cloud Storage

Data Set

Alerts contain
information about
the system on which
the event triggered
and the details of the
user that performed
the activities that
lead to the alert

System information
relates to the device
upon which the
endpoint is installed.
This typically includes:
domain, hostname, OS
and system
information.

User information
relates to the currently
logged in User atf the
fime the Alert was
generated. The
information reported is
consistent with the
User information
described in the
Registration and
Device and System
Properties dataset
described above.

What Personal Datais Used? Purpose

The DUP endpoint software
runson WindowsandmacOS
devices and monitors the
activities on the system. All
activitiesaresenttothe policy
enginelocally onthe endpoint
intheformofevents.The policy
engine evaluates the events
and triggers Alerts when a
single (or multiple) events break
the corporatepolicy.

Note: User Activity or Device
Control events are analyzed
by the DUP policy engine.
DLP events are analyzed by
the DLP Policy Engine. If an
event is related fo both DLP
and User Activity Monitoring
or Device Control then an
event can be analyzed
mulfiple times in parallel.

Alertsaresenttothe DUP cloud
storage andpresentedtothe
customer DUP admin who
can investigate the Alertsviaa
web userinterface (the DUP
cloud console — note the
customer DUP admin can be
a full admin or an admin
assigned to the Analyst role)

The purpose of the DUP
solutionis to monitor user
activitiesandreport alerts
whenauserperformsan
activity which is
consideredabreach of
corporate policy. The
purpose ofanadministo
investigate users and
suspicious activities to
protect the organization
against threats to the
confidentiality of data,
integrity of data, and
availability of data.

Is Pseudonymization Possible? Storage, Flow & Protection Retention

No pseudo anonymization. The
Alerts and Events data are
stored as JSON files with
include information about user
that performed the activities
and system on which the
activities took place.

AlertsandEventsare sentfrom
endpoint to cloud over secure
communication channel
(MQTT) which utilizes TLS 1.2.
The Alerts and Events data
(JSON files) reside in the Alert
datastore whichisencrypted at
rest by AES256 and in the
Archive. The Archive is also
encrypted atrest by AES256.
Eachtenanthasanaliaswhich
separateshisdatafromother
tenants (of the same customers
and from tenants of other
customers) alertsand eventsin
order to prevent accidental
accesstoothertenant’'sdata.

Alerts and the supporting
events (activityinformationthat
leadtothe reporting ofthe alert)
arestoredfora period of 3
months in the Alert Data Store.
Inaddition, the alertsarestored
foraperiod of 12monthsinthe
Archive.
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Reporting Activity Counters from Endpoint to Cloud Storage

Data Set

The Counter itself is
just a number that
indicateshow many
activities the user (or
applications)

performed, and the
totalsize of datathat
wasinvolved.

What Personal Data is Used? Purpose Is Pseudonymization Possible?
Counters are plain numbers which The purpose of countersis No pseudo anonymization. The
count the number of activities that a to show asnumbers Countersdatawillbe stored as
user performs, for example how many  (dashboards, histograms) JSON data and contain

files are copied to removable storage,  the summary of user information about user that
how many emails are sent, or how many activities.Inaddition, the performedthe activitiesand
fles the user prints. counters are used to systemonwhichthe activities
The counter metadata also includes build a baseline activity took place.

the user identification (that performed =~ model of the user and

the activities) and the computer help the anomaly

activities on which the activities were detection engine to find

performed. significant deviations in

User information relates to the currently ~ user activityinorderto

logged in user associated with the report them as alerts.

active record in the counters. The
information reported is consistent with
the User information described above
in the Registration and Device and
System Properties dataset.

Storage, Flow & Protection

Countersinformationis sent to
cloud via the same
encrypted communication
fransport as events and alerts
whichusesTLS 1.2andwill be
stored info Counters and
Summary Data Store that is
set to encryptthedataat
restby AES256.

Retention

Counters are
sent to the
cloud every
hour andkept
foraperiodof 3
months in the
Counters and
SummaryData
Store.
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Admin Login to Cloud Management Console

Data Set

The email address,

first name and last
name of each DUP
customeradmin are
storedinauser-
pool that is
dedicated for the
customer.

What Personal Data is
Used?

The dataforloginisthe
user email address and
his password.

Cognito stores the user
firstname, lastname, and
emailaddressaswellas
the userpassword.

Purpose

Administrators need fo login
info the Cloud management
console to define policy rules
and to investigate alerts and
threats

Is Pseudonymization Possible?

The user (admin) information such
firstname, lastname andemail are
not pseudo anonymized inside
Cognito, but they are encrypted by
AWS Cognito.

Formore detailsabout Cognitoand
its security compliance see
https://aws.amazon.com/cognito/
details/

Storage, Flow & Protection

Cognitoencryptsthe users (admin)
data af rest using AES256 and also
encryptsthe dataintransit (TLS 1.2 or
higher)in addition, CognitoisHIPAA
eligible and PCI DSS, SOC, ISO/IEC
27001,I1SO/IEC27017,ISO/IEC27018,
and ISO 9001 compliant.

Retention

The admin personal
data-firstname, last
name and email
addressare storedin
Cognito for the
durationthatthe user
islisted asanadmin of
the DUP application.
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Administrator Investigating a Risky User

Data Set

The list of top
risky users is
displayed in the
DUP
management
console.
Shown below:

WhatPersonal Data is Used?

The user information including
first name, last name, and email
address. The alerts include the
system information (computer

name)

User information relates to User
information detected by the
endpoint at user login and
optionally information that is
imported by the customer DUP
Admin into the service. The
information reported is consistent
with the User information
described above in the
Registration and Device and
System Properties dataset.

If information is imported, it is

automatically correlated / joined
with the information detected by
the endpoint during login events.

Information imported can include
the username - first name, last
name, email address, and the
User's manager. This information is
entirely optional and typically
used to enrich the default
information detected by the
endpoint.

Purpose

Customer DUP
Administrators
invest most of
their time
reviewing risky
users and
investigating alerts
that were
triggered by users.
The details
displayed in the
investigator

help the
customer DUP
admins to
determine if the
Alert is indeed a
threat.

Is Pseudonymization
Possible?

Both User and Alert
information are not
pseudo anonymized
presently. In the future,
a feature that masks
user information will be
implemented.

Storage, Flow & Protection Retfention

The datais stored
encrypted at rest in the
respective data storage (the
encryption is AES256 in
both cases). All
communication with the
User Information Service
(UIS)isencryptedinmotion
by using HTTPS and TLS 1.2

The user data is kept in the User Information
Service (UIS) aslong as the useris a member of
the organization. The Alertsdataisretainedfora
periodof3monthsinthe Alert Store and for 12
monthsin the Archive. The Archive dataisnot
accessible toan admin, but access canbe
requested.The purpose ofthe Archiveisto
retainalert dataforbackupandlong-term
investigations.By default, the archive retains
alert datafor 12 months butis

configurable upon request.
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Administratorinvestigating anindividual Alert

Data Set

The Alert data
contains information
aboutthe activitythat
an end-user or
application
performed.

What Personal Data is Used?

The alert contains theUser information
associated with the alert . The alerts
also contain the computer details on
which the activity was performed.

User information relates to user
information detected by the endpoint
at user login and optionally information
that is imported by the customer DUP
Admin into the service. The information
reported is consistent with the User
information described above in the
Registration and Device and System
Properties dataset.

If information is imported, it is
automatically correlated / joined with
the information defected by the
endpoint during login events. The
information imported will be consistent
with the imported User information
described above in the Administrator
Investigating a Risky User dataset.

Purpose

Customer DUP
Administratorsinvest most
of their time reviewing
risky users and
investigating alerts that
were triggered by users.
The details displayed in
the investigator help the
customer DUP adminsto
determineif the Alert is
indeed a threat.

Is Pseudonymization
Possible?

Alertinformationisnot
pseudo anonymized
presently. In the future,
a feature that masks
user information willbe
implemented.

Storage, Flow & Protection

The Alerts information is sent
over secured communication
channel(TLS 1.2)tothecloud.
The informationisencrypted at
rest inside the Alert Store by
AES256.

Retention

The Alerts dataisretained
for aperiod of 3 months
in the Alert Store and for
12 monthsinthe Archive.
The Archive data isnot
accessible toanadmin,
butaccess

canberequested.The
purpose ofthe Archiveis
toretain alert datafor
backup andlong-term
investigations. By default,
the archive retains alert
data for 12 monthsbutis
configurable upon
request.
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