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Forcepoint ONE Data Security Forcepoint ONE P
Enterprise-class DLP, unified across all key channels, managed simply, from the cloud Securely connect users to business applications and the web, seamlessly @ §$ EE @
Features Benefits Features | ) |
e |ndustry-leading DLP delivered as a cloud-native SaaS solution e See all incidents and alerts within seconds from efficient, organized e Single console policy management for CASB, ZTNA, SWG and RBI <:ni¥?;faizrz§;?(§£§§§ rorcepoint L
* Set up policies with just a few clicks with over 1700 ready-to-use policies, dashboards e Unmanaged device support with patented reverse proxy D;e;;:i:c:s:

templates, and classifiers ® Reduce costs by eliminating on-prem expenses, equipment, management, e Auto-scaling public cloud architecture with 99.99% verified service uptime

and maintenance

Threat Value

. . -
Data protection a_n_d enforce company policies regardess of S . ® See the economic value and impact on your security posture and risk exposure with visual, Protection Visualization
network connectivity ® Deploys policies in seconds instead of hours. interactive dashboards
® |ntegrates with Forcepoint ONE Risk-Adaptive Protection for automated ® Manage DLP across cloud apps, web, email and endpoints from a single Unified Management
policy enforcement based on risky behavior. DLP interface Benefits ‘
¢ |ncludes device control to manage removable devices at the endpoint. e Zero Trust security at scale
FlexEdge
SD-WAN
® Reduce risk and prevent data loss across use of the web, cloud and private apps E ) E
® Part of a modern, single-vendor SASE architecture oL T
. . . . Offices Secure SD-WAN centrally orchestrates
® \/isualize the outcome of your cloud security investment Site-to-site | Site-to-Cloud connectivity
Forcepomt DSPM powered by Getvisibility
See. Secure. Simplify. Your complete data landscape
Features Benefits
e Al-powered accuracy, delivering visibility and control over your data e Automatically classifies data from cloud and network sources using CIOUd Access Secu rlty BrOker (CAS B)
landscape, while automating discovery and classification processes. advanced Al-powered scanning, continually improving accuracy with Enforce access control and data security for cloud applications

e Feature rich dashboard for a 360 degree view of your data machine learning.

e Automated remediation and reporting streamlines processes and Enforce least privilege access by automating repair of data permissions, Features Benefits
quarantining, and moving files to correct locations.

reduces risks . . . .
e Easily define ownership and accountability for different data sets ® Single console policy management for CASB, ZTNA, SWG and RBI e Extend traditional endpoint DLP to the cloud
. S ® Unmanaged device support with patented reverse proxy Manage the broadest range of devices including BYOD, Chromebook, Linux
® Fast and easy deployment with quick time to value * endpoints, and more
® Global, elastic scalability with a verified 99.99%+ uptime '
® Maintain global compliance across all key regional regulations

® Auto-scaling on AWS to scan large volumes of data at rest in hours instead

of days
. . . . Indicators of Behavior (I0B)
Forcepoint Risk-Adaptive Protection
By

Data protection that adjusts based on real-time user risk [ R TICATION
Features RISK CALCULATOR

Zero Trust Network Access (ZTNA)
e Real-time risk calculation for every user 96% ) — , _ o

Enforce access control and data security for private applications
® 130+ Indicators of Behavior (IOBs) for complete incident analysis [
® Automated policy enforcement based on real-time user risk profile ‘ Features Benefits

AN
. ® Secure access to private web apps, SSH, RDP, and more e Ditch the VPN for remote users
Benefits %0 g < @ ? oP
1 ' 1 1 ® Unmanaged and managed device coverage ® Apply Zero Trust access controls to private apps

e Complete data protection—audit, coach, encrypt, and block \ \ ) . ) )

® |nline DLP and malware scanning ® Prevent misuse or loss of data from private apps

® Fewer resources needed to run your data protection program ~

e Dramatically reduced false positives and shorten investigation time USER

Forcepoint FlexEdge Secure SD-WAN

© -~ D

Forcepoint SASE

Easily connect and protect branch offices everywhere

Forcepoint Data Classification powered by Getvisibility

PUBLIC CLOUD
(laaS/Paas]

Leverage Al to deliver highly accurate data classification for Forcepoint Enterprise DLP and Forcepoint ONE Data Security Features
. . . - . . FlexEdge ‘-_ﬂ
e Seamlessly mixes broadband with MPLS and protects with anti-intrusion security Secure SD-WAN =

® Part of single-vendor SASE architecture

[\
@ g 3 {(:)} % ® Combines hardware, software, warranty into packages for small, medium, large sites
N @ —

CLASSIFY Al CONTINUOUS AUTOMATION ACCELERATE .
LEARNING COMPLIANCE Benefits
e Connect sites to the cloud efficiently and safely to better support hybrid workforce =
Features Benefits ® Modernize distributed networks without having to piece together different technologies suBLIc CLOUD
CHES (SDN)
e Uses Al to identify data types for classification with superior accuracy e On-the-fly classification of newly created data everywhere your ® Protect all users and devices at sites as they use the web, cloud, private apps T

. . . eople work
e Continuously learns and improves with usage peop

¢ Improve DLP functionality with ever- increasing classification accuracy

e Learns based on your unique organizational classification requirements
e Add visual labels and metadata to facilitate policy enforcement and

regulatory compliance

Secure Web Gateway (SWG)

Securely connect users to business applications and the web, seamlessly

Features Benefits

Forcepoint DLP for Cloud Emaill

Prevent the #1 form of data theft: unauthorized email content

e Enforce on endpoint (up to 2X faster) or at network edge Secure the web without sacrificing performance

® Shadow IT visibility and inline control Safeguard managed and agentless devices (Wi-Fi, BYOD, loT)

Inspect data uploaded from server apps to web storage

Features . ® |nline DLP and malware scanning
Email

Prevent misuse or loss of data on the web by removing blind spots and close

e Extend your DLP coverage with granular email controls
security gaps

® Mail agnostic supporting any email client (agentless)

® Manager approval workflows with incidents managed in the same console as other channels

Email
Connector

Benefits DLP —

e Control what can be emailed out of your organization at scale

Remote Browser Isolation (RBI)

¢ Industry-leading DLP with largest classifier library identifies and stop high-risk behavior

¢ Deploys in minutes with easy integration into existing email flow Email Isolate the web session from the user’s device for Zero Trust web browsing

Features Benefits

e Zero Trust web browsing isolates all web code from the device e Safe interaction with unsafe sites and seamless user experience

® Smart Isolation automates policy management elements, and is easy ® Elevated C-suite protection without blocking sites

. to adjust ) - .
= = = Cloud Web Private Apps ® Clean file downloads, even from known malicious sites
Forcepoint Enterprise Data Loss Prevention o « Content Disarm and Reconstruction (CDR) to sanitize docurnents at
Visibility and control everywhere your people work and anywhere your data resides Q) é} EEE download and upload
1

Features

e Unified policy across channels: endpoint, network, cloud, web, private applications, and email

® Over 1700 out-of-the-box classifiers, policies, and templates simplifying initial deployment and

Built-in advanced intrusion prevention

ongoing DLP management . . .
® Support for structured and unstructured intellectual property (IP) data g DLP Policies @ Fo rce pOI nt NeXt-Generatlon FI rewa " (N G FW)
Endpoint enesedby Sy Email Fast, resilient security for edge and cloud that scales easily
Benefits
¢ Implement consistent data loss detection configuring all channels from a single policy Features feez L
e Remove analyst blind spots to data usage with visibility to data everywhere Iﬂ%ﬁ ¢ Fast anti-intrusion security for network edge and cloud

* Quickly and easily achieve data security compliance across all channels Network ® Zero-touch deployment and updates of 1000s of sites from single console @ @ @ e
INSPECTION
e Built-in high-availability SD-WAN and ZTNA App Connector @ @

Benefits

MALWARE INSPECTION

e Safeguard site-to-site and site-to-cloud communications VULNERABILITY INSPECTION

e Simplify operations with centralized visibility and control COMMAND CONTROLS
‘> USAGE CONTROLS

e Easy integration with SASE/SSE platforms

> CONNECTION CONTROLS

rorcepoint



