
Website is rendered as an image within the user’s 
browser through secure streaming.

Safe Access to ANY
Website with Remote
Browser Isolation
Secure website access is usually restricted by 
category. Everything is either “safe” or “bad.” 
But what if you need access to a restricted, 
unknown, or risky site for business? 

Forcepoint Web Security with RBI gives you 
access to any website by rendering it remotely 
and streaming it back to the user from a secure 
container. RBI o�ers an end-user experience so 
seamless, you won't notice it's there, while also 
enforcing the highest web security standards.

Get Safe Access to ANY
Website and Downloaded
Documents with Forcepoint

Forcepoint Web Security integrates two revolutionary technologies. 
Remote Browser Isolation (RBI) and Advanced Malware Detection 
and Prevention (AMDP) combine to deliver the most secure browsing 
experience for your hybrid workforce.

Forcepoint Secure Web Security
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Forcepoint Web Security delivers the most secure browsing experience for your hybrid workforce 
with Web Access; safe access to ANY website and downloaded documents. Comprehensive 
controls give IT deep visibility into the use of web, and both sanctioned and unsanctioned cloud 
apps, while distributed enforcement ensures resilient experience for useres no matter where they 
need to work. Transform your security with web security that’s part of a single-vendor SASE 
solution that’s ready to scale to meet the future demands of your business. 
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Smart Isolation 
automatically switches 
between rendering modes 
based on the content risk 
or verified trust.

The website is accessed via secure 
rendering or secure streaming modes. 
Secure streaming uses pixel streaming to 
reconstruct each page as an interactive 
image. With secure rendering users get 
native-level responsiveness and secure 
browsing, even from potentially malicious 
sites. 

When the session ends, the container is 
deleted along with any malware.

A virtual container isolates 
risky web content from 
end-user devices, so any 
malware running on the 
website can't reach them. 

User navigates to a 
website using their 
browser.

Detect Hidden Threats
in File Downloads with 
Advanced Malware 
Detection and Prevention

Forcepoint AMDP is a behavioral file sandbox 
that emulates regular computer systems and 
forces the files to detonate any potential malware 
and gives a full readout of file activity including 
any detected CVEs.

Once AMDP identifies new or uncategorized advanced malware, the file signature is shared across 
Forcepoint security solutions to protect customers and enhance their security intelligence.

For more information or to book a demo, visit:

www.forcepoint.com/WebSecurity

Unlock the Power of 
Web Access with Forcepoint 

Unmatched protection for all
popular document types
Forcepoint AMDP doesn't change the user 
experience, has no endpoint installation, operates at 
enterprise scale and reduces false-positive security 
alerts. Enable your organization to realize the full 
benefits of the web with the confidence that the 
content they download is threat free. 

Forcepoint Web Security with AMDP and RBI 
delivers the ultimate combination of security and 
performance for high-risk web tra�c with a true 
Zero Trust browsing experience.
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Malicious file signatures are shared globally 
with Forcepoint security solutions 
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