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Accenture

Data Loss Prevention Program

The Benefits:
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Hands-off. Focus your teams on
business growth

Fast. Immediate return on investment
with rapid deployment and instant
protection

Cost-effective. Reduction in
management time leads to lower
overheads

Scalable. The solution grows with the
data

Innovative. Leverages experienced
Accenture management with
Forcepoint's DLP expertise

Tailored. Designed to suit your
organization’s specific business needs

Accenture’s expanded information security solution monitors and protects sensitive information,
while respecting data privacy regulations around the world. From client-supplied data and
corporate intellectual property to personally identifiable information (Pll), Accenture processes
vast amounts of sensitive information every day. In response, we developed a Data Loss Prevention
(DLP) program more than a decade ago to protect against unintended data disclosures, identify
when people are processing proprietary data and to protect client-sensitive data.

Historically, DLP programmes have been passive, monitoring outbound movement of limited
Pl data and reacting to alerts. Accenture have taken a forward-looking approach, building out
an enhanced environment designed to proactively prevent incidents and monitor data activity
across almost half a million end points in a global network spanning more than 50 countries.

To maintain safety and security, Accenture continuously enhances our tools and processes to
protect data, while respecting data privacy regulations around the world in partnership with
Forcepoint, a 9X Gartner Magic Quadrant leader.

The Challenge

Your data doesn't stand still and neither do the associated risks. Against a backdrop of strict
regulations, a business needs to protect both customer information and intellectual property
from targeted attacks and accidental exposure. The modern company faces an often-
bewildering risk landscape that overlaps every part of the enterprise.

Traditional approaches to data have focused on finding, cataloguing, and controlling, but the
sheer scale of this task now outstrips the resources available. Security teams are faced with
issues of user education, aging technology, active adversaries and expansion into the cloud. A
rapid increase in the size of the attack surface means opportunities to breach have increased in
line with storage requirements.

Our Solution

The Accenture Data Loss Prevention Program in partnership with Forcepoint technology
frees a customer from the treadmill of hardware and software investment, and the spectre of
regulatory compliance across a wide geography. Specific, customized behavioural policies,
tuned to industry and region, will deliver continuous monitoring of data assets and minimise
risk. Empower your business to focus on day-to-day operations and let your security teams cut
through the noise as our expertise guides and supports you.
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Accenture Data Loss Prevention Program — powered by Forcepoint

Data protection does not have to get in the way of business
productivity. Forcepoint’s focus on unified policies, user risk, and
automation of data security makes it a natural choice for Accenture.

We partner with a vast set of leading ecosystem partners to help push
the boundaries of what technology can enable for your business. Our
ecosystem partners such as Forcepoint bring deep expertise and the
right technology to create lasting value and accelerate change across
your enterprise. At Accenture, our ecosystem approach is not merely
about plugging into relationships. We are designing the world’'s most
expansive and powerful data protection ecosystem to drive innovation
for ourselves and our clients

Our Data Loss Prevention capabilities now provide greater security
with increasing ease. We have built tools and processes that balance
protecting enterprise and client data with respecting the privacy of our
employees.

The flexibility of our enhanced DLP program enables Information
Security personnel to ensure policy and contract compliance. It allows
for the easy creation of policies that address specific contractual
obligations.

With our enhanced DLP program, we have successfully extended data
protection to our clients, and we are proactively preventing incidents—
reducing risk for our clients and across the globe.

We lead with an independent point-of-view. That means we work with
the partners you ask for in addition to the ones we know you need,
leveraging our stores of knowledge and experience to bring together
the best of the best to help you reach your specific goals of Data
Protection throughout its lifecyle.

Solution Overview

Accenture Data Loss Prevention Program Approach

Each phase of the engagement leads to success..

PHASE 1— Discovery and Planning

PHASE 2 — Doing
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Technology Design
and Implementation L J

Understand Context o
and Intent
Design and implement selected Forcepoint DLP
solution to execute subsequent phases
L]

Understand context and intent of the
Client Data Loss Prevention Program

CURRENT

Conduct data discovery exercise to
identify sensitive data across systems

Data Security Lifecycle

Data Classification Data Protection

Deploy protection mechanisms
i.e. masking, encryption, obfuscation
or anonymisation

L]
Classify the data using autimated and/or

manual process based on the sensitivity
of the data and classification framework

FUTURE

Data Protection Management Lifecycle

Protecting your Data Throughout its lifecycle...

Data Creation
Data in the Organization is created through data
Entry (creation of file, complication or generation of
Reports) and data collection methods which is stored
Either locally on systems (servers) or in the cloud

Data Retirement

When the Organization no longer needs
data, it must be deleted. It is important to
ensure that the data has been deleted
irreversibly
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Data Storage

Whenever the Organization data is stored in
Backup drives, workstations, mailboxes,
Fileservers, databases etc. following
Requirement must be adhered to

Data Loss

Prevention
Lifecycle

Data Sharing

Data sharing is about what type of data can be
shared within or outside the organization with the
relevant entities, i e sending business sensitive
information outside of the organization domain

Data Movement

This covers various types of data movement
(Person to person, person to/from system, system
to system)
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About Accenture

Accenture is a global professional services company with leading
capabilities in digital, cloud and security. Combining unmatched
experience and specialized skills across more than 40 industries, we
offer Strategy and Consulting, Technology and Operations services
and Accenture Song—all powered by the world's largest network of
Advanced Technology and Intelligent Operations centers. Our 710,000
people deliver on the promise of technology and human ingenuity
every day, serving clients in more than 120 countries. We embrace the
power of change to create value and shared success for our clients,
people, shareholders, partners and communities.

Visit us at: www.accenture.com

About Forcepoint

Forcepoint simplifies security for global businesses and governments.
Forcepoint's all-in-one, truly cloud-native platform makes it easy to
adopt Zero Trust and prevent the theft or loss of sensitive data and
intellectual property no matter where people are working. Rather than
offering a static one-size fits all approach that stifles innovation and
creates vulnerabilities, Forcepoint solutions inherently understand
how people interact with data, providing secure access while enabling
employees to create value. www.forcepoint.com, Twitter, and LinkedIn.
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