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Misses fragmentation and many other evasions
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Defeats many evasion techniques
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Forcepoint Intrusion Prevention System (IPS) D {11k
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PTIATVR Multiple series of modular appliances for deployment in data centers, at network edges, and in branches
I93I9RA42T5 Amazon Web Services, Microsoft Azure

RER7PTSA4T7 VR x86 64-bit based systems; VMware ESXi, VMware NSX, Microsoft Hyper-V, and KVM virtualized environment
EBRETE—F Standalone IPS (layer 2, with optional fail-open network interface modules), part of NGFW (layer 3)
REIVTHFRE Virtualization to separate logical contexts with separate interfaces and policies
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e Reconstructs and analyzes actual payloads to assure integrity of data streams
o Discards duplicate lower-level segments that could lead to ambiguities when reassembled

Anti-EvasionPil

Stops out-of-order fragments, overlapping segments, protocol manipulation, obfuscation, encoding tricks

By T+ X MR Protocol, application, file type

Ethernet, H.323, GRE, IPv4, IPv6, ICMP, IP-in-IP, IPvé encapsulation, UDP, TCP, DNS, FTP, HTTP, HTTPS,
ZAORJNVEEDSZ 7199 IMAP, IMAPS, MGCP, MSRPC, NetBIOS Datagram, OPC Classic, OPC UA, Oracle SQL Net ,POP3, POP3S,
W /RE RSH, RSTP, SIP, SMTP, SSH, SunRPC, NBT, SCCP, SMB, SMB2, SIP, TCP Proxy, TFTP, Integrated inspection

with Sidewinder Security Proxies
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e High-performance decryption of HTTPS client and server streams
o Policy-driven controls to protect users’ privacy and limit organizations’ exposure to personal data
o TLS certificate validity checks and certificate domain name-based exemption list
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 Protocol-independent, any TCP/UDP protocol with evasion and anomaly logging

e Virtual patching for both client and server CVE vulnerabilities

e Sophisticated fingerprint approach eliminates need for many signatures

o High-speed deterministic finite automata (DFA) matching engine handles new fingerprints quickly
e Continual update of fingerprints from Forcepoint
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o Protocol-independent fingerprint matching
e Reqgular expression-based fingerprint language with support for custom applications

{EZRIRA TCP/UDP/ICMP scan, stealth, and slow scan detection in IPv4 and IPvé
- " e Decryption-based detection and message length sequence analysis
A PSP LS o Automatically updated URL categorization to block or warn users away from botnet sites
ELE iy Local correlation, log server correlation
» SYN/UDP flood detection with concurrent connection limiting, interface-based log compression
DoS/DDoS Bl o Protection against slow HTTP request methods, half-open connection limit.
e Separation of Control Plane and Data Plane
J0v*yIhE Direct blocking, connection reset, blacklisting (local and distributed), HTML response, HTTP redirect
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Automatic traffic recordings/excerpts from misuse situations
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o Continual dynamic updates through Forcepoint Security Management Center (SMC)
e Updates virtual patching and provides detection and prevention for emerging threats
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Forcepoint Intrusion Prevention System (IPS) D {11k
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Zakaly FTP, HTTP, HTTPS, POP3, IMAP, SMTP

Policy-based file filtering with efficient down-selection process. Over 200 supported file types in 19
file categories

Z7ANT1 NIV T

Z7AILEaT—3Y High speed cloud-based malware reputation checking and blocking.
7 7AILAVAF v > Local anti-virus scan engine*
EOFAHY KRRy o2 Forcepoint Advanced Malware Detection available both as cloud and on-premise service, same as used by

Forcepoint Web Security, Forcepoint Email Security and Forcepoint CASB

URLZ 1 ILZU>T

Powered by Forcepoint ThreatSeeker Intelligence, same as used by Forcepoint Web Security and Forcepoint

Rteplo el s Email Security

BE7 vy 77—b Continually updated as new sites are analyzed

AFAIR=RAFZ VAR Forcepoint NGFW URL Filtering available as an add-on subscription
O —D#AT
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Enterprise-level centralized management system with log analysis, monitoring and reporting capabilities

A > —
SR e P (see Forcepoint Security Management Center datasheet for details)

SNMPE=7Y VY SNMPv1, SNMPv2c, and SNMPv3

KNS>7499%vTFv Console tcpdump, remote capture through Forcepoint Security Management Center
aEF¥aVUF«EEIZa 256-bit security strength in engine-management communication
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t¥a1YF4RE Common Criteria Network Devices Protection Profile with Extended Package Stateful Traffic Filter Firewall,

FIPS 140-2 crypto certificate, CSPN by ANSSI, (First Level Security Certification USGvé)
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