
FORCEPOINT  
CDM Solutions Overview



Forcepoint User and Data Security
Solves government insider threat challenges with 
complementary products Forcepoint DLP (Data Loss 
Prevention), Forcepoint UEBA (User & Entity Behavior  
Analytics) and Forcepoint Insider Threat.

Forcepoint Cloud Security
Supports government agencies as they move to the cloud with 
Forcepoint Email Security and Forcepoint Web Security.

Forcepoint Network Security
Combines the best of both worlds: Forcepoint NGFW’s  advanced 
security and centralized manageability plus the robust 
protection of the government-required  
Sidewinder Security Proxies.

Fortify Government Networks 
& Systems with CDM Tools  
from Forcepoint
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Forcepoint Brings More Than 20 Years Of Expertise 
Supporting Intelligence, Defense And Civilian 
Agencies Around The World.
Forcepoint’s products have been accepted into the Continuous Diagnostics and Mitigation (CDM) program for Phase Three. 
The CDM program enables government agencies to expand their continuous monitoring capabilities by increasing their 
network sensor capacity, automating sensor collections and prioritizing risk alerts. The products available through  
CDM and our human point system solve the greatest security challenges agencies face today.

Forcepoint’s solutions support the unique and complex missions and objectives security professionals take on to protect 
national interests. Our human-centric approach focuses on the intersection of people, data and networks. This is what we 
call the human point where we integrate solutions and services to deliver security that works with and for users, enabling 
them to effectively and efficiently accomplish their missions.

Forcepoint solutions are deployed in some of the largest global enterprises, supporting the world’s most high 
consequence missions. As a result, Forcepoint has been recognized as a market technology leader by numerous third 
party analysts and researchers.  

From intelligence communities to defense departments and civilian agencies, cyber professionals require rapid, accurate 
and secure means to interact with technology and data, wherever and however they may access it.



www.forcepoint.com

User and Data Security
Forcepoint Insider Threat
Enables safe and effective use of mission-critical 
technologies by capturing technically observable  
human behaviors that include policy violations, 
compliance incidents, or malicious acts that may be 
warning signs of an impending breach. Our Insider  
Threat solution provides all the details, insight, and 
complete context using video replay to immediately 
assess the severity of the threat, remediate the  
problem, and build the policies to prevent it from 
happening in the future. www.forcepoint.com/product/ 
data-insider-threat-protection/forcepoint-insider-threat

Forcepoint DLP
A powerful Data Loss Prevention (DLP) tool that helps 
you secure intellectual property, personally identifying 
information (PII), and other sensitive data – wherever 
it resides – on endpoints, in the cloud, or on-premises. 
Apply behavioral analytics and machine learning to 
cluster DLP incidents in order of business risk with 
Incident Risk Ranking (IRR), so your response teams 
focus on areas of greatest risk. For even greater 
protection against malicious or careless insiders, 
combine Forcepoint DLP with Forcepoint Insider Threat. 
www.forcepoint.com/product/data-insider-threat-protection/
forcepoint-dlp

Forcepoint UEBA
A User and Entity Behavior Analytics tool that enables 
your security team to proactively monitor for high risk 
behavior inside the organization. Our security analytics 
platform provides unparalleled context by fusing 
structured and unstructured data to identify and stop 
malicious, compromised and negligent users.  
We uncover critical problems such as compromised 
accounts, espionage, intelligence theft, and fraud.  
www.forcepoint.com/product/data-insider-threat-security/
forcepoint-ueba

A RECOGNIZED MARKET & TECHNOLOGY LEADER

2017 Enterprise Network  
Firewalls MQ: Top Visionary 
 
2017 Enterprise Data Loss 
Prevention MQ: Leaders 
Quadrant 
 
2017 Critical Capabilities 
for Enterprise DLP: Highest 
Product Score in Regulatory 
Compliance Use Case 

2016 IDC MarketScape: 
WW Web Security: Leader 
 
2016 IDCMarketScape: 
WW Email Secruity: Leader 
 
2016 IDC MarketScape 
SaaS Email Security: Leader 
 
2016 IDC MarketScape: 
Hardware Email Security: 
Leader

2015 Best Web Content 
Management Solution 
 
2015 Best DLP  
Solution-EMEA 
 
2015 SureView Insider 
Threat Review

2016 Forrester Wave: Data 
Loss Prevention Suites: 
Leader 
 
2015 Forrester Wave: SaaS 
Web Content Security Wave: 
Leader

2017 NSS Labs 
Recommended: Next 
Generation Firewall 
 
2016 NSS Labs 
Recommended: 
Next Generation Firewall 
 
2016 NSS Labs 
Recommended: 
Next Generation IPS

2017 APT Protection 
Market Quadrant: Top Player 
 
2017 DLP Market Quadrant:  
Top Player 
 
2016 Corporate Web Security  
Market Quadrant: Top Player 
 
2016 Secure Email Gateway  
Market Quadrant: Top Player

Forcepoint Risk  
Adaptive Protection  
Forcepoint’s Human Point System portfolio is strongest 
when solutions are used together. One example is the 
combination of Forcepoint DLP and Forcepoint UEBA to 
achieve risk adaptive protection for your agency.
 
Risk adaptive protection dynamically applies monitoring 
and enforcement controls to protect data based on 
the calculated behavioral risk level of users and the 
value of the data accessed. This allows your agency to 
better understand risky behavior and automate policies, 
dramatically reducing the quantity of alerts requiring 
investigation.
 
Using these solutions in tandem provides agencies with 
the ability to maintain optimum workday efficiency and 
confidence that Forcepoint DLP enforcement policies will 
automatically adjust if account behavior begins to exhibit 
activity out of the norm.

http://www.forcepoint.com/product/data-insider-threat-protection/forcepoint-insider-threat 
http://www.forcepoint.com/product/data-insider-threat-protection/forcepoint-insider-threat 
http://www.forcepoint.com/product/data-insider-threat-protection/forcepoint-dlp
http://www.forcepoint.com/product/data-insider-threat-protection/forcepoint-dlp
http://www.forcepoint.com/product/data-insider-threat-security/forcepoint-ueba
http://www.forcepoint.com/product/data-insider-threat-security/forcepoint-ueba
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Cloud Access and 
Gateway Security
Forcepoint Email Security
Protect your users against multistage advanced threats 
that often exploit email to penetrate your IT defenses. 
Our unrivaled email security applies thousands of real 
time threat analytics, behavioral sandboxing and other 
advanced defense technologies to identify targeted 
attacks. FedRAMP In Process www.forcepoint.com/product/
cloud-security/forcepoint-email-security-cloud

Forcepoint Web Security
A Secure Web Gateway that stops advanced threats from 
getting in and sensitive data from getting out, whether 
your users are in the office, working from home or in the 
field. Our cutting-edge classification engine, global threat 
intelligence, advanced malware detection and enterprise-
class DLP work together for industry-leading security 
that’s easy to deploy in the cloud, on-premises or in a 
hybrid environment. FedRAMP In Process www.forcepoint.
com/product/cloud-security/forcepoint-web-security-cloud

Network Security
Forcepoint NGFW
Integrates application control, sophisticated evasion 
prevention and an intrusion prevention system (IPS) into 
a single solution that is cost-effective and easy to deploy. 
It has a proven capability to identify advanced evasion 
techniques (AETs) that evade other devices, and delivers 
exfiltration protection using both application and endpoint 
intelligence. Forcepoint NGFW optimizes and scales 
network security for your distributed enterprise with 
lower infrastructure costs and far less downtime. www.
forcepoint.com/product/network-security/forcepoint-ngfw

Protecting agencies’ most  
sensitive information on  
all networks

http://www.forcepoint.com/product/cloud-security/forcepoint-email-security-cloud
http://www.forcepoint.com/product/cloud-security/forcepoint-email-security-cloud
http://www.forcepoint.com/product/cloud-security/forcepoint-web-security-cloud
http://www.forcepoint.com/product/cloud-security/forcepoint-web-security-cloud
http://www.forcepoint.com/product/network-security/forcepoint-ngfw 
http://www.forcepoint.com/product/network-security/forcepoint-ngfw 
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The leading platform with
holistic visibility into human
activity, patterns and trends
that encompass human risk

Cuts network expenses by
as much as 50%, deploys
up-to 70% faster, reduces
breaches by up-to 69%

The most comprehensive
behavior data, trusted on
over 1M endpoints

Stops more advanced,
non-signature threats
to your data than any
other solution

Gartner Magic Quadrant
Leader in Enterprise DLP 9
consecutive times

Forcepoint
Web/Email

Security

Forcepoint
Insider Threat

Forcepoint
UEBA

Forcepoint
DLP

Forcepoint
NGFW

The Human Point System
Forcepoint’s products work together across a range of 
capabilities and underlying services for an innovative 
approach to security that uses risk-adaptive scoring to 
recognize the context and intent of user behavior for early 
and accurate threat detection. It cuts through the noise so 
you know where to focus.

Changing from point solutions to integrated technology 
platforms with threat intelligence and analytics 
starts to streamline operations and will reduce total 
ownerships costs while improving performance.  The 
Defense-In-Depth approach to security is a proven and 
sound philosophy, but should be implemented with the 
understanding the solution does not have to be Vendor-
In-Depth. Vendor consolidation is an important piece of 
the security puzzle because it provides a more unified 
solution, greater performance, and fewer points of 
integration conflict.

Forcepoint assists customers to transform their 
cybersecurity infrastructure through platform integration 
and point product consolidation.  Comprehensive design 
and deployment of network segmentation across multiple 
security enclaves is paramount for protection of data.  
Physical segregation of internal and external networks 
to reduce the attack surface combined with secure 
operating systems and secure multi-level access and 
transfer solutions for usability is a fundamental element 
for critical infrastructure protection.   

Forcepoint has successfully enabled customers in these 
duties using cross domain and firewall approaches and 
applicable technologies while seamlessly protecting 
against insider threats.   

It is pivotal to have a 360 degree view of the threat, 
whether it’s originating from outside or inside is 
imperative.  The protection against insider threats 
(accidental and malicious) as well as outside attackers, 
ability to rapidly detect breaches, and minimize 
“dwell time” (the period between compromise and 
remediation), and stop theft all within a single “pane of 
glass” is possible.  Working with cyber experts who have 
experience securing users and data across the networks 
and within a threat landscape that continues to escalate, 
evolve and become more and more challenging is a 
requirement for success.  

Forcepoint brings skills to simplify compliance, improve 
decision-making, and streamline security. Our modular, 
end-to-end architecture design and complimentary 
solutions eliminate the waste of managing a patchwork 
of point products and the avalanche of data they produce 
while reducing total ownership costs. We automate 
routine tasks, empowering civilian agencies to focus 
on innovation rather than being distracted by threats or 
breaches resulting in better access to information while 
defending more effectively against cyber threats  
and vulnerabilities.
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Simplify and 
streamline  
security with  
the Human 
Point System 
and CDM



ABOUT FORCEPOINT
Forcepoint is transforming cybersecurity by focusing on what matters 
most: understanding people’s intent as they interact with critical data 
and intellectual property wherever it resides. Our uncompromising 
systems enable companies to empower employees with unobstructed 
access to confidential data while protecting intellectual property and 
simplifying compliance. Based in Austin, Texas, Forcepoint supports 
more than 20,000 organizations worldwide. For more about Forcepoint, 
visit www.forcepoint.com and follow us on Twitter at @ForcepointSec. 

CONTACT
cdm@forcepoint.com
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