= RIS E ABOVE THE RISK

PRIVILEGED USER INSIDER THREAT SURVEY RESULTS - FEDERAL

1)

e

INSIDER THREATS VISIBILITY .
| of organizations feel they 5 6 @/@ 5 @ @/@

o—/ have the capability to are somewhat to not do not or are unsure if
effectively monitor confident at all they have they correlate data from
privileged user activity enterprise wide visibility multiple sources, 55%

for user access say this is due to
lack of resources

do not have enough
o—/ contextual information
of their tools yield too
o—/ many false positives
| (]

background checks lacking
within organizations before
issuance of privileged
credentials

%
33% .
N use endpoint monitoring
§ to determine if action / é @/
\\ taken by an insider was N o @ , .
a threat _ surveyed said malicious insiders
M \ would use social engineering to
— @ obtain someone’s access rights
% =~ 3 90k
s /5 C O S
§ e 0 - C Q N @ believe social engineers from
§ outside will target privileged users
% have no way to gain to obtain access rights
§ context around the
& actual act

®
27
s G 1S
Gl DAY
@ ,
g{; / think privileged users say these same people point out organizations
believe they are access sensitive or assign access to
M empowered to access confidential data out individuals that go
all the information of curiosity beyond their role or
they can view responsibility
MANUAL PROCESS o
0
o 51%
bbY% — —
23@/ use manual processes
0 to certify privileged users
(BUDGET Aiin e
®
O Q ‘
— 168% 180% (54%
S have a dedicated budget, of threats are internal use SIEM to
— but 57% say the budget determine if action
is 10% or less is an insider threat
L

| FORCEPOINT Ponemen

Read the full Ponemon report, Privileged Users and Insider Threat, commissioned by Forcepoint.
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