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The Human Point:  An Intersection 
of Behaviors, Intent & Critical 
Business Data

Throughout the history of cybersecurity, the industry has focused steadily on threats that arise from evolving 
technology infrastructure and environments. The concept of control has shifted dramatically—network boundaries 
now extend to include everything from consumer social applications to hosted cloud infrastructure and employee-
owned devices.

With every new piece of owned or hosted infrastructure, cyber professionals are tasked with finding the latest 
tools that will lock these systems down. Despite the amount of new cybersecurity investments, the number 
of serious breaches continues to rise; proof that this never-ending hunt for new security technology lacks any 
legitimate efficacy.  

Forcepoint conducted a study of 1,252 cybersecurity professionals worldwide to better understand the state of 
cybersecurity and how organizations might view a forward-focused strategy, one that moves beyond the current 
state of chasing infrastructure remediation. The following is an extensive rendering of the data culled, which 
provides a new perspective on how cybersecurity should be tackled in the future.

Highlights include:

 ` Rethinking the meaning of an IT network: Critical business data (e.g., intellectual property) is resident not 
just on owned networks, but also on cloud infrastructure, to be widely shared with business partners.  
Cyber and IT professionals must rethink the definition of a network to adjust for the growing use of public 
cloud services, Bring Your Own Device (BYOD) and removable media. 

 ` The blending of work and personal lives is raising concern for cyber professionals: Many work days now 
extend beyond traditional business hours, and there exists a co-mingling of personal (e.g., social media) and 
professional applications on shared devices. This trend creates concern for those working in cybersecurity 
and further complicates the historical view of a business “network.” 
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 ` With data sprawl, comes a clouded view – and risk: Organizations are being challenged to understand how 
and where data is used as it sprawls across company-owned, employee-owned and hosted applications 
(enterprise and consumer). Businesses are realizing security risk across email, mobile devices, cloud storage 
and more. 

 ` People-based vulnerabilities to critical data: Organizations are grappling with a range of people-based 
actions that present risk to critical data. These actions range from the malicious malware intrusion to the 
inadvertent user error. 

 ` Technology investments and big data have fallen short: The majority of cybersecurity professionals aren’t 
satisfied with the results gained from their deployed tools or from big data. Only a minority believe that 
further investments in technologies will improve their cyber posture; even fewer believe that big data helps 
better manage security. 

 ` Moving beyond technology to human behavior and intent: Collectively, cybersecurity professionals find it 
critical to understand the behaviors and intent of people as they interact with IP and other business data,  
but few are able to gain such insight.  

 ` Future focus – Understanding human behaviors and motivations: Looking ahead, cybersecurity professionals 
worldwide see clear benefits—financial and operational—in focusing on users and behaviors as the 
centerpiece of a cybersecurity strategy. 
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The boundaries of corporate and enterprise networks are so porous and extended in nature that the viability 
of successfully enacting a walls-and-moats strategy is close to nonexistent. While many companies maintain 
data within on-premise infrastructures, business partners and cloud infrastructure providers are taking greater 
custodial responsibility for critical business data (e.g., intellectual property). 

In addition, broadening use of mobile devices and cloud services extends the view of the network perimeter. IT 
professionals were asked to list all of the different devices and storage media their organizations use to access 
or store critical data. Private cloud was mentioned nearly half of the time (49%), followed closely by BYOD devices 
(28%), removable media (25%) and public cloud (21%)—clearly supporting the notion that critical business data is 
too stratified to be secured efficiently.

IP Everywhere
There are industry trends pointing to flexibility in the handling of critical business data. For example, only 9% 
of professionals in Financial Services organizations are using public cloud services for critical business data 
compared to Entertainment (45%), Technology (36%) and Hospitality (35%). 

Access to IP and other sensitive data via BYOD (e.g., laptops, phones, etc.) also varies by industry. Of the 
professionals in the following industries, those with access to IP included: Not-for-profit (41%), Marketing, 
Advertising & PR (41%), Education (39%), Entertainment (36%) and Energy & Utilities (33%). Only a minority of 
professionals in the following industries were given access to IP: Healthcare (25%), Government (24%), Financial 
Services (21%), Transportation (21%) and Retail (18%).

Co-Mingling of Social and Enterprise Applications
The routes to potential data leakage and exposure broaden as more organizations allow access to critical 
business data, either through BYOD or corporate policies that allow the use of social media. This is a major 
factor keeping cybersecurity professionals up at night. 46% of respondents stated that they are very or extremely 
concerned about the co-mingling of personal and business applications on mobile devices, 36% are moderately 
concerned and only 18% are slightly or not at all concerned (see Fig. 1).

Data Proliferation and the 
Eroding “Network” Boundaries
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The levels of concern also vary by industry. Financial Services organizations are the most concerned about the co-
mingling of personal and business apps on mobile devices, with more than one-half (59%) of respondents saying they are 
extremely or very concerned. Energy & Utilities also expressed high levels, with 55% extremely or very concerned.

In addition, the larger the company, the more likely it is that there are concerns about the co-mingling of social and 
enterprise applications. Respondents that reported being very or extremely concerned to this point included: 58% in 
organizations with 10,000 to 24,999 employees, 53% in organizations with more than 25,000 employees and, conversely, 
39-43% for those in organizations with fewer than 1,000 employees. 

29.81%

36.09%

14.15%

3.42%

Answer Choices

EXTREMELY
CONCERNED

VERY
CONCERNED

MODERATELY
CONCERNED

SLIGHTLY
CONCERNED

NOT AT ALL
CONCERNED

Results

16.53%

Fig. 1 

 ` Concern regarding 
personal & business  
data co-mingling  
on devices
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This dissemination of corporate data across resources, internally and externally, is making it difficult for 
cybersecurity professionals to maintain visibility into how employees use critical business data across company-
owned and employee-owned devices, company approved services (e.g., Microsoft Exchange) and employee 
services (e.g., Google Drive, Gmail). Only 7% have extremely good visibility, while 58% say they have only moderate 
or slight visibility (see Fig. 2). 

There appears to be an overall visibility correlation between companies that limit the use of the Cloud and BYOD. 
For example, Financial Services – among the lowest users of public cloud and BYOD – maintains some of the 
highest visibility, with 47% reporting it as very or extremely good. As BYOD, cloud and other trends become more 
prevalent, how will entities continue to maintain control?

Losing Focus: Visibility of Critical 
Business Data

Fig. 2 
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Intersections of People & Content
There are many points where people interact with critical business, data and content—including email, social 
media, 3rd party cloud applications and more. Participants in the study were asked to rank which points of 
interaction may create the greatest risk to an organization.

Email, by far, was gauged to present the greatest risk; 46% of respondents named it the top risk and another 26% 
placed email in the 2nd or 3rd spot (see Fig. 3). Mobile devices were deemed another significant area of concern; 
40% ranked mobile 2nd or 3rd and another 11% put mobile in the top spot. Cloud storage was also deemed higher 
risk, as 41% named it as one of the top 3 risk areas.

Prevailing Points of Cyber Risk

EMAIL

SOCIAL MEDIA

3RD PARTY ON-PREMISE APPS

3RD PARTY CLOUD APPS

CLOUD STORAGE

MOBILE DEVICES

LAPTOPS

Fig. 3 
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People-Based Vulnerabilities
In addition to the “where” of risk, The Human Point study also investigated the vulnerabilities associated with user 
behaviors—ranging from inadvertent to criminal. Respondents were asked to stack-rank risk in terms of where they feel 
the greatest areas of concern reside.

Malware (caused by phishing, breaches, BYOD contamination, etc.) and inadvertent user behaviors were seen as critical 
risks; both were named to the top spots by 30% of respondents (see Fig. 4).

Fig. 4 
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Technology Investments to 
Strengthen Security

Cyber professionals also question whether or not applying more technology will help improve security. 7% do not 
agree that technology will drive improved security, 48% slightly or moderately agree, 32% agree, while only 13% 
strongly agree.

Pessimism may come, in part, from what appears to be a revolving door of cybersecurity technologies and growing 
dissatisfaction with their corresponding results. 3% of respondents have more than 50 cyber tools deployed, 5% 
have between 21 and 50 tools, 18% have 11 to 20 tools, 35% have between 6 and 10 tools and 39% have between  
1 and 5 cyber technologies in place.

The Human Point study paints a bleak picture in terms of overall satisfaction with the benefits gained from 
deployed cybersecurity tools. Only 4% reported being extremely satisfied with their current tools, 32% very 
satisfied, 55% moderately satisfied and 9% slightly or not at all satisfied (see Fig. 5).

With low satisfaction comes a tendency to rotate tools. Over the past 5 years, 65% of respondents reported 
discontinuing the use of or decommissioning between 1 and 5 cybersecurity technologies, 20% said 6-10, 8% said 
11-20, 5% said 21-50, and 3% said more than 50.

Fig. 5 
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Having evolved from a buzzword to a core strategy for many organizations, big data is beginning to seep into 
the cybersecurity realm. The question is, how useful is big data in helping organizations to strengthen their 
cybersecurity posture?

27% of respondents reported using a big data approach to help manage security. Professionals were most likely to 
use big data for security in Entertainment (36%), Technology (35%), Telecommunications (35%) and Government 
(32%). Only a minority of cyber professionals use big data for security in Hospitality (23%), Retail (19%), 
Professional Services (17%), Marketing/Advertising/PR (11%) and Not-for-profits (9%).

For these organizations, the jury is still out. The majority (49%) say a big data approach makes security only 
slightly easier, while 33% say it makes security slightly or much more difficult. Only 18% said big data makes 
security much easier.

Big Data and Cybersecurity
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The questions of behaviors and intent are rising priorities as cybersecurity professionals look to get a better 
handle on risk posed to critical business data. Overall, Forcepoint’s study shows that while there’s agreement that 
understanding behaviors and intent is vital to cybersecurity, most companies are unable to effectively do so.

An overwhelming majority of respondents (80%) believe it’s very or extremely important to understand the 
behaviors of people as they interact with IP and other data (see Fig. 6). 18% believe this is moderately important, 
while only 2% believe understanding behaviors is slightly or not at all important.

Understanding Cyber Behaviors  
& Intent

Fig. 6 
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Recognizing the intent that drives behavior is also seen as increasingly important. 78% believe understanding 
intent is very or extremely important, 18% said moderately important, while just 3% of respondents answered 
slightly or not at all important (see Fig. 7).

While there’s a consensus on the importance of understanding behaviors and intent, the ability for cybersecurity 
professionals to gain this insight is challenged. 6% of respondents said their company is not at all effectively able 
to understand behaviors as people interact with critical business data (see Fig. 8). 63% said
slightly or moderately effective, while only 32% said very or extremely effective.

Fig. 7 

 ` Importance of 
understanding 
human intent

Fig. 8 
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Cybersecurity professionals are even more challenged when it comes to understanding intent. 8% said they are 
not at all effectively able to understand intent, 64% said they are slightly or moderately effective, and 28% said 
they are very or extremely effective (see Fig. 9).

The ability to understand intent also varies widely between industries. Only 11% of Energy & Utilities, 26% of 
Government and 32% of Financial Services respondents are very or extremely effective at understanding intent.

Fig. 9 

 ` Ability to  
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Drilling in further on behaviors and intent, respondents were asked about the ability of existing cybersecurity 
technologies to recognize anomalous and suspicious activities inside the network by employees, contractors and 
others with access. While some organizations are seeing success, the vast majority are far from owning a holistic 
and comprehensive view of activities that might point to immediate risk.

Only 5% of respondents said that point products are extremely effective in achieving this goal, while 27% said very 
effective. The majority (43%) said point products are moderately effective in this context, and 24% said they are 
slightly or not at all effective.

Cyber professionals agree that in order to improve visibility and security in the future, they must give more focus 
to users and behaviors.

In fact, 72% of respondents – the vast majority – agree or strongly agree that doing so will help improve results 
and costs associated with cybersecurity (see Fig. 10). 22% moderately agree with this while only 6% slightly agree 
or do not agree at all.

Looking at specific industries, Energy & Utilities is the most dialed-in on the benefits of focusing on users and 
behaviors to improve security; 31% strongly agree, while another 42% agree. In Financial Services, 27% strongly 
agree and 47% agree. In Healthcare, 19% strongly agree, and the overwhelming majority (64%) agree with  
this approach.

Forward Focus: Behaviors & Intent
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Fig. 10

 ` Results & cost 
benefits of shifting 
focus to users & 
behavior

1,252 respondents worldwide participated in Forcepoint’s study, which looked at the handling of critical business 
data (e.g., intellectual property). The study was conducted via email between January 17 and 26, 2017. All 
respondents self-reported owning responsibility for cybersecurity vision, strategy, decision-making, budgeting 
and/or research and evaluation.
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Demographics

ANSWER CHOICES RESULTS

C-level 5.20%

Vice President 3.68%

Director 10.44%

Senior Engineer/Architect 19.66%

Engineer 14.36%

Manager 20.25%

System Admin 20.25%

General Staff (not IT) 2.06%

Other 4.12%

 ` Which of the following best 
describes your level within 
the organization?
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ANSWER CHOICES RESULTS

Fewer than 100 employees 12.66%

100 - 249 employees 10.59%

250 - 499 employees 12.40%

500 - 999 employees 11.28%

1,000 - 2,499 employees 16.97%

2,500 - 4,999 employees 11.11%

5,000 - 9,999 employees 9.39%

10,000 - 24,999 employees 6.46%

25,000 employees or more 9.13%

ANSWER CHOICES RESULTS

Africa 0.95%

Australia 5.00%

Asia 15.68%

North America 56.76%

Latin America/Caribbean 0.78%

Europe 15.07%

Middle East 5.77%

 ` Company Size

 ` Location
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ANSWER CHOICES RESULTS

Education 3.87%

Energy or Utilities 3.96%

Entertainment 0.95%

Financial Services 19.54%

Government 10.41%

Healthcare 9.29%

Hospitality 1.46%

Manufacturing 9.12%

Marketing, Advertising, PR 0.86%

Not-for-profit 1.89%

Professional Services 6.11%

Retail 4.99%

Technology 12.39%

Telecommunications 3.01%

Transportation 3.18%

Other 8.95%

 ` Industry


