
Insider risks are di�cult to 
detect. On average, it takes 
organizations well over 2 
months to contain insider 
incidents, costing companies 
millions each year.

An insider risk is a security threat that 
originates within an organization—an 
employee, consultant, former employee, 
business partner, board member, or a 
hacker with login credentials—and it may 
be more common than you think.

Every company is vulnerable to insider risk, but employing best practices and 
preventative solutions can help keep threats under control. See how Forcepoint 
can help you identify malicious intent and stave o� devastating insider attacks.

An organization’s people are its greatest asset… 
but also its greatest source of risk.

Disgruntled employees—missing a promotion or raise, poor 
relations with coworkers and managers, etc.

Malicious insiders—employees who misuse or abuse their access 
to steal, leak, or delete valuable business data with malicious intent.

Inside agents—spies inside your company whose goal is to steal 
your professional secrets in exchange for a reward.

Unintentional Leakers—with limited access to sensitive data, 
employees rarely conduct full-fledged insider attacks. However, 
they can often leak data or compromise your corporate 
infrastructure inadvertently, either by mistake or by becoming a 
victim of phishing.

Third-party contractors—due to lack of visibility into third-party 
provider's operations, you usually have little control over 
cybersecurity when it comes to dealing with them.
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Forcepoint is the leading user and data protection cybersecurity company, entrusted to 
safeguard organizations while driving digital transformation and growth. Forcepoint’s attuned 
solutions  adapt in real-time to how people interact with data, providing secure access while 
enabling employees to create value. Based in Austin, Texas, Forcepoint creates safe, trusted 
environments for thousands of customers worldwide. 
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Average cost of incidents involving 
negligent employees or contractors$307,111

Average cost of incidents involving 
insiders who conduct malicious activities$756,760

Average cost of damage done by 
external imposters$871,686
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