Solution Brief

The Three Types of Security
Necessary for Any SD-WAN

Introduction

Security Challenges Arising from SD-WAN

With enterprises becoming ever more distributed, traditional
ways of connecting branch offices and remote workers to the
resources they need are failing to keep up as applications and
data move to the cloud. Hub-and-spoke networks built on
internal MPLS connections and external VPNs cannot costeffectively deliver the performance needed for modern, highly
interactive cloud apps like Microsoft Office 365 and video
teleconferencing. While use of MPLS lines will likely continue
in specialized business applications, many organizations are
migrating to direct-to-internet architectures. By combining
broadband links with software-defined wide-area networking
(SD-WAN) technologies, enterprises and government
agencies are providing new levels of connectivity to their
people to accelerate digital and enterprise transformation
initiatives such as:

Originally, enterprise security was delivered as a stack of
hardware products at a central office—often appliances such
as firewalls, web gateways, and cloud access security brokers.
Those appliances defended the central office itself as well as
branch locations and remote users who connected through it
to the outside world.

→

Cloud adoption (third-party SaaS apps and internal
apps on cloud platforms)

→

Capacity for video-intensive applications

→

Consolidation of infrastructure during mergers
and acquisitions

→

Agility and lower costs for opening branch locations
faster and more efficiently

While SD-WAN makes new forms of collaboration and
business efficiency possible, it dramatically increases the
number of points that thieves and hackers can target—
broadening the enterprise’s attack surface. In addition, IT
defenses that organizations had deployed to protect their
central offices and backhauled remote locations may no longer
help in a distributed, cloud-centric world. In short, deploying
SD-WAN requires a new approach to security.
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With the movement of applications and data to the cloud,
distributed organizations have begun shifting away from
backhauled networking technologies such as MPLS to
internet broadband and SD-WAN for connecting branch
locations. Remote users quickly followed suit, using cloud
apps directly without first connecting back to the internal
network over VPNs. This dramatically improves performance,
but at the cost of no longer being protected by the traditional
gateway defenses.
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SD-WAN Builds in Privacy, Not Security
Most SD-WAN solutions encrypt traffic sent between remote
sites and the cloud. This provides privacy, preventing network
traffic from being spied on, but doesn’t protect against
attackers. To safely use SD-WAN, enterprises need to:
→

Keep internet intruders out of branch networks

→

Prevent malware from sneaking in via webpages
or downloaded content

→

Control which cloud apps can be used

These three types of defenses—Network Security,
Web Security, and Cloud Access Security—are essential
for SD-WAN.
Network Security
Firewalls typically are the first line of defense for any
distributed organization. Originally, they simply controlled
access based on where traffic came from and went to, but
modern next-generation firewalls (NGFW) incorporate
advanced intrusion prevention and anti-malware defenses

that work across all ports and all protocols. Many SD-WAN
solutions depend upon having a separate firewall deployed
at each location. More recent Secure SD-WAN approaches,
which were pioneered by Forcepoint, combine SD-WAN
networking with full NGFW security in a single box, eliminating
the need to buy, deploy, and manage two separate technology
stacks. New security solutions, such as Forcepoint Dynamic
Edge Protection (DEP), are taking this consolidation even
further, replacing on-premises appliances with firewall-as-aservice in the cloud.
Web Security
The two most common things people do when connected
to the internet are browsing the web and using cloud apps.
Secure Web Gateways (SWGs) began as ways for enterprises
to prevent people from accessing inappropriate websites
from work and to demonstrate to auditors that Acceptable
Use Policies were being enforced. Over time, as people began
using content from websites, gateways started scanning
downloaded files to detect and block malware. Now, many web
gateways also play a role in data loss prevention, examining
files going the other direction—to prevent the accidential or
intentional uploading of sensitive data. While web gateways
began as appliances, they quickly moved into the cloud as
well and are often used in hybrid IT environments where
enforcement is conducted on-premises in some locations and
in the cloud everywhere else.
Cloud Access Security
Websites that allowed people to store and manipulate data
quickly evolved into full-fledged cloud applications. But, with
data being dispersed throughout the internet, controlling
which apps could be used has become a critical element
of modern enterprise security. Cloud Access Security
Brokers (CASBs) started as tools for monitoring which cloud
apps people were using—often without the knowledge
of the enterprise itself. Known as Shadow IT, this use of
unsanctioned cloud-based applications has become a
double-edged sword: providing quick ways for people to be
productive while potentially putting sensitive data at risk.
New generations of CASBs are now providing the ability to
enforce data protection policies, automatically taking actions
such as encrypting or quarantining sensitive data within
sanctioned applications like Microsoft Office 365. While CASB
is sometimes deployed as an appliance, it is most often
delivered a service from the cloud.
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The Next Step—Unifying Network, Web,
and Cloud Access Security with SASE
Even when Network, Web, and Cloud Access Security are
each delivered as a service, most organizations are looking to
reduce the number of systems and vendors they have to deal
with. Having disparate products for remote sites and workers
creates holes for attackers, costs too much, and puts a strain
on scarce IT resources. As a result, defenses that used to
be delivered via a patchwork of point products are coming
together in a new approach that Gartner calls Secure Access
Service Edge (SASE). SASE solutions, such as Forcepoint
Dynamic Edge Protection (DEP), provide an all-in-one way
to deliver always up-to-date web, network, and application
security as a service from the cloud.
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DEP weaves together advanced security capabilities such
as firewalling, intrusion prevention, web content inspection,
malware scanning, URL filtering, application access, and more
into a single, unified cloud service. This converged approach
eliminates gaps and redundancies to stop attackers from
breaking into enterprises from the internet, web content, or
cloud apps—consistently, no matter where people are working.
SASE solutions such as DEP provide full web, network, and
cloud access protection consistently across every branch
office, regardless of which SD-WAN product they may be
using. With this approach, old, slow MPLS networks can be
replaced with fast, inexpensive broadband connections—
safely, efficiently, and without putting the enterprise at risk.

forcepoint.com/contact
© 2020 Forcepoint. Forcepoint and the FORCEPOINT logo are trademarks of Forcepoint.
All other trademarks used in this document are the property of their respective owners
[Three-Types-of-Security-for-SD-WAN-Solution-Brief-US-EN] 11June2020

3

